Qlinfortrend

Using Microsoft Active Directory (AD)
with EonNAS 3000 and 5000
In Windows Server 2008

Application Note

Abstract
This application note describes how to use Microsoft Active Directory (AD)

service with EonNAS 3000 and 5000 systems in Windows Server 2008
environments.
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Product Models Covered by This Document

This document applies to the following product models:

e EOnNAS 3210
e EONnNAS 3220
e EOonNAS 3230
e EONnNAS 5120

For more information regarding individual product models, please visit
www.infortrend.com.



http://www.infortrend.com/
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EonNAS Family of Unified Storage Systems

IT environments often feature multiple types of storage infrastructures to
accommodate various types of data and achieve different service levels. The
scattered boxes for DAS (Direct-Attached Storage), SAN (Storage Area Network)
and NAS (Network-Attached Storage) configurations lead to poor utilization and
complicated management.

Infortrend EONNAS simultaneously serves file and block-based applications with
a unified storage platform, and features easy management, optimized resource
utilization, high availability, flexible scalability and competitive price/performance.
In addition, EonNAS offers a comprehensive set of advanced software features
at no additional costs. EonNAS systems help businesses effectively meet
diverse and changing data demand while staying within budget.
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Using Microsoft Active Directory (AD) with EonNAS
3000 and 5000 Systems in Windows Server 2008

Microsoft Active Directory (AD) in Windows Server environments is a directory
service designed for data management and resource distribution on network
environments. Microsoft AD allows storing and sharing data, configuring storage
parameters, and managing account information from a central location.

Using Microsoft AD with EonNAS 3000 and 5000 systems offers the following
benefits:

e Simplified account management
The same Microsoft AD account name and password can be used for
EonNAS; there is no need to manage separate sets of account information.
e Consolidated access control
Read/write rights to shared directories on the network can be controlled from
the EonNAS.
e Enhanced security
EonNAS can also benefit from the enhanced data protection protocol
integrated in Microsoft AD.

The EonNAS 3000 and 5000 systems are compatible with Microsoft AD for
Windows Server 2003 R2 and Windows Server 2008. The following procedures
show how to use EonNAS systems with Microsoft AD in Windows 2008.

Step 1: Preparing the Environment

1.1 Take an EonNAS system snapshot.

This snapshot image will be of use in case the EONNAS system encounters
errors during user import.

Go to Maintenance > System > System Snapshot.
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Maintenance | System | System Snapshot

=4l Status
Ll systeminfo
isf) Dashboard
¥l {74 Configuration
= | Storage
~— Paol
Volume
= Disk
89 55D
= % Folder
L9 share
&’ Cuota
= a Account
& User
'LB Group

System Snapshot

Differential Backups of System Configurations

Create differential backup files of system configurations inan
system configurations. Use the Rollback function to recover th

A L, 'ﬁ L { ’

EonMAS system ou Are Here

Snapshot Name
Time Created

Description

Click on Take Snapshot. Enter a snapshot name and add a description.

Create System Snapshot

®

Snapshot Mame

Enter the system snapshot name and a description.

system|

Description
Click on OK.
Information %
@ The snapshot has been created.

After creation, the snapshot can be found in the system snapshot list.
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Maintenance | System | System Snapshot
= 4 Status

il system info System Snapshot

() Dashboard Differential Backups of System Configurations
=] EL'_:.J Configuration Create differential backup files of system configurations ina n
= | Storage system configurations. Use the Rollback function to recover th

~ Paol

Volume <

(LT &

= = s s (O

-:. Disk — ! I =

59 ssD
[= % Folder EonNAS system You Are Here

L9 share

&’ Cuota Snapshot Name
= § Account Time Created

6 User Description

.15 Group

In the event this system snapshot has to be used (system recovery), this
recovery will require a short amount of downtime in the form of an EonNAS
system reboot. Make sure to properly plan this recovery so that the reboot
downtime does not interfere with business applications. For more information
about system recovery, please refer to the Appendix.

1.2 Check the NAS DNS IP; this should be the AD server IP address. To check
the DNS server IP address, go to Configuration > Network > DNS in the
EonNAS GUI.
= EL:J Configuration
B Senice
E; System
= S network
%, Basic Settings
U DMS

1.3 The EonNAS and AD server should be synchronized, with a time difference
of no more than 5 minutes. To check the date/time settings of the EonNAS, go to
Configuration > System > Date/Time in the EONNAS GUI.

1.4 The older EonNAS software version 1.1.15 can not support AD domain
names exceeding two levels (for example, abc.foo.com features three levels so
the user will not able to add this). To check the software version, go to Status >
System Info in the EONNAS GUI.
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= | Status
E'j System Info

Device Information :

Model Hame: EonkAS 3210
Software Wersion: 1.2.45
Service |1D: B029226

1.5 Conduct a Test Run

Prepare a test AD server to conduct a practice run before doing the
configurations on the operational AD server. In this way, users can ensure that
the configurations highlighted in this document work in their specific
environments and avoid any damage from unexpected errors that may occur
when doing these configurations for the first time.

Step 2: Verifying AD Server DNS
2.1 Open DNS Manager by going to Start > Administrative Tools > DNS.

Check the AD server IP settings as well as the Forward Lookup Zones and
Reverse Lookup Zones.

Ensure that the Forward Lookup Zone includes Domaindnszones and

Forestdnszones.
& DNS Manager o ] |
File Action View Help
e 2 R i, SENERET ? NN =Re
é D_NS Mame Type Data Timestamp
= F T2008 | _msdes
[= [ Forward Lookup Zones “ sites
_,- msdcs.foo.local 7 tep
= M oan
- _n?::cs ~| DomainDnsZones
. ::D ® "| ForestDnsZones
r
~ _udp §—| (same as parent folder) Start of Authority (SOA) [19], t2008.foo.local,, host...  static
= BomainDnsZones §—| (same as parent folder) Mame Server (MS) t2008. foo.local. static
“| ForestDnsZanes §—| (same as parent folder) Host (A) 192,168, 140,175 9]2?’{2011 9:00:00 AM
“| Reverse Lookup Zones §—| 2003 Host (A) 192,168, 140,175 static
~| Conditional Forwarders
Global Logs

Add a zone in Reverse Lookup Zones by right-clicking and selecting New Zone,
as shown below.
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The zone should include domaindnszones and forestdnszones.

& DNS Manager

File Action View Help
e o[ #[mlc @ § 80
L Server Manager (WIN-BLMC3LMMGTL) =

Bl 5 Rales

‘g Active Direckory Domain Services .
[ &, DNS Server |0]
= £ ons -
= ﬁ WIN-31MCIIMMGTL The Do
Global Logs
=) | Farward Lookup Zones To add
[EREERF.c s Lookup Zoges
7l o
i—f‘ File Services ﬁ
%a Hyper-y
5 Web Server (II5) Refresh
il Features _—
g Diagnostics Help

= fm Configuration
9 Task Scheduler
Windows Firewall with Advanced Security
-.E‘;;}: Services
4 WL Contral
M Local Users and Groups
25 Storage

=0/ ]

File Action View Help
B G EREE EEEE
é DNS Tame | Type | Data | Timestamp
B T ] (same as parent folder) Start of Authority (S0A) [4], t2008.foo.local., hostm...  static
=1 ForwardLookup Zones | | (same as parent folder) Mame Server (N5) t2008. foo.local. static
= | _msdcs.foa local £ 192.168.140.175 Painter (PTR) £2008.fon ocal stafic
8L anlo.loml ﬂ192.168.1%.1?5 Fainter (FTR) forestdnszones. foo.local. static
hn _msdm ] 192.168.140.175 Painter (PTR) domaindnszones. foo.local. static
| _sites
| o
7 _udp
~| DomainDnsZones
| ForestDnsZones
[l | Reverse Lookup Zones
_F 140,168, 192.in-addr.a
| Conditional Forwarders
Global Logs

In addition, towards the end of the zone configuration process, the following
wizard pops up. In this New Zone Wizard, make sure that you do not allow

dynamic updates.
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Mew Zone Wizard |
Dynamic Update ;‘
Y¥ou can specify that this DMS zone accepts secure, nonsecure, or no dynamic
updates, B

[ynamic updates enable DRS client computers bo register and dynamically update their
resource recards with a DS server whenever changes occur,

Select the type of dynamic updates you wank to allow:

= Allow only. secure dvmamic updates (recommended for Ackive Directors)
This option is available only For Active Direckory-integrated zones,

" allow both nonsecure and secure dynamic updates
Cwnamic updates of resource records are accepted from any client,
This option is a significant security wulner ability because updates can be
=~ accepted from untrusted sources,

& Do ot allow dynamic updates:
[ynamic updates of resource records are nok accepted by this zone, You must update
these records manually,

< Back I Mext = I Zancel

2.2 Add Unix Attribute tab into the AD server user page by executing the

following:
Execute regsvr32 adsiedit

Programs (1)

CE| regswr3Z adsiedit

- See more resulks

Iregsw32 adsiedit| E4  Logoff Pl

Execute adsiedit.msc

10
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Programs (1)

2 adsiedit.msc

4 See mare results

adsiedit.msc| B4 Logoff >|

2.3 Add Schema Management MMC Snap-in and Active Directory Schema into
the Console Root.

When doing this for the first time, please execute the command regsvr32
schmmgmt and click OK.

Regsyr3iZ |

\", DlRegisterServer in schmmgmt succeeded,

Execute mmc /a.

11
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Programs (1)
= mmc la

4 See more resulks

Immc 14 Log off Pl

In the console that pops up, click on Add/Remove Snap-in.

Consolel - [Console Root]

w fckion  Wiew  Faworites  Window  Help | =] x|
{{'h_ 2] CErl+M
— Open... Chel+0 -

Save Chrl+5 Actions

Ehis wiew, )

Add/Remove Snap-in. .. Chrl-+1 I Maore Actions 4

Opkions. ..

1 CiWindawst, . \adsiedit.mse

2 ServerManager.msc

3 CriWindows',. . \devmgmk. msc

4 Ciwindows',. . \perfmon.msc

Exik

l | H

|Ena|:|les vou ko add snap-ins ko ar remove them from the snap-in consaole, | |

Add Active Directory Schema into the Console Root by selecting it in the
left-side box and moving it to the right-side box by clicking on Add >, as shown
below.
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Add or Remove Snap-ins [ ]

‘ou can select snap-ins Far this consale from those available on your computer and configure the selected set of snap-ins. Far

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Selected snap-ins:

Snap-in

| Console Root

=" |Activer Control
[Z ADst Edit
Authorization Manager
ﬂCertiFicates

o Component Services
:gCDmputer Management
EDevice Manager
=4 Disk Management
@ Event Yiewer

“IFolder

Description:

aﬂctive Directary Schema
[ Active Directary Sites and Services

“JFSClient
4

Add = |

.

Advanced. ..

Edit Extensions...
Remove

Maye g

[Move Down

Wiew and edic the Active Directory Schema

=]

Cancel

2.4 In the ADSI Edit window, set the attribute value of DisableVLVSupport from O
to 1 by following the steps shown in the screenshots below.

| CN=DisplaySpedfiers
| CN=Extended-Rights
| CM=ForestUpdates
| CH=LostAndFoundConfig
| CN=NTDS Quotas
| CM=Partitions
| CN=Physical Locations
= [ | CN=Services
~ CN=MsmgServices
| CM=MetServices
| CN=Public Key Services

| CN=RRAS
[eRa=le dousis NI
r [= | CN=Directory Service I
——Er=SptoTE et

| CN=Query-Polices
| CN=Sites
| CN=WellKnown Security Principals

CN=Directory Service Properties

Attribute: Editor | Security |

2]

posge 1=
File || Action | View Help
L M| SlREREY
:2‘ ADSI Edit Mame | Class | Distinguished Name I Actions
| CN~Configuration,DC—frar X
More Actions »
Mame: |Conﬁguraﬁcﬂ
Path: ILD.AP:HW'mZﬂOS—F.Franktest.\ﬂ.oomr‘Conﬁguraﬁoﬂ
~Connection Point
~ Select or type a Distinguished Name or Naming Context:
| El
' Select a well known Naming Context:
~ Computer
(" Select or type a domain or server: (Server | Domain [:port])
| El
{* Default (Domain or server that you logged in to)
I~ Use 551 -based Encryption
— o] oo
posige L5l
File Action View Help ‘
€3 FEIXEa=d |
7 Multi- i i X
Z AjDSI Edit Name [Cas [ Compuchedtiane {ulti-valued String Editor x|
5§ Configuration [Win2008-F. franktest.ift.com] "| cN=Optional Features container CN=0ptional Features, CN=Direct - ’
= Attribute: msD5-Other-Settings
=[] CN=Configuration,DC=franktest,DC=ift,D( | [ 7] cy=Query-Palides container CN=Query-Polides, CN=Directory <

Value to add:

Attrbutes:

Attibute [ Value |
isRecycled <not set> 3 s
|astKnownParent P DynamicObject Min TTL=500
mS-DS-ConsistencyC... <not set>
mS-DSConsistencyG... <not set> N
msDS-DeletedObject... <not set> |
msD5-LastknownRDN  <not set> 1
msDS-NcType <not set> |

[ msD5-Other-Settings  DisableVLYSupport=1; DynamicObjectMinTT
name Directory Service
objectCategory CN=NTDS-Service CN=Schema CN=Corfig.
objectClass top; nTDSService
objectGUID F202e75-d33-4e47-bcSc-445ddlbd B3
objectVersion <not set>
otherWellKnownObje...  <not set = ,TI Cancel
| B | »

Exdit | Filter
Ll
OK | Cacdl | sk | Hep | £ I— e

13
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Step 3: Installing Microsoft Patches for Windows Server 2008 (for 2008
and 2008 SP1)

Install the following patches for Windows Server 2008 and 2008 SP1 to fix
errors.

http://support.microsoft.com/kb/951191

http://support.microsoft.com/kb/957441

Step 4: Modifying Registry in Windows 2008 AD (for 2008 SP2 and 2008
R2)

Modify several values in the registry by going to the Registry Editor using the
command regedit.

Programs (1)

!g','l " regedit.exe

- See mare results

I mgedif 4 Logoff Pl
£ 7start J :_EIJ%I - w E @
2 p o)

Go to the Lsa menu, and select DWORD (32-bit) Value after right-clicking on
blank space.

14
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File Edit “iew Favorites Help
(- | DeviceClasses ;I Hame | Type | Data
- | Els ab|iDefault) REG_SZ (value nok set)
[~ | Errata el auditbasedirector,,. REG_DWORD 000000000 {0}
- | FilleSystem 5 auditbaseobjects  REG_DWORD 000000000 {0}
iy FilesystemLltities ab|authentication P... REG_MULTI 52 msvl 0
By GraphicsDrivers 7| Bounds REG_BIMARY 000 3000 00 00 2000 00
Eﬁ“porder““ $i|crashorauditfsl  REG_DW/ORD 000000000 {0)
h o1 hivelist We|disabledomaincreds  REG_DWWORD 0x00000000 {0}
B 1 ra— Té|everyoneincludes. .. REG_DWORD 0x00000000 {0)
! IPMI 8| Forcequest REG_DWORD 000000000 {0)
1 o i "
i - | Keyboard Lavout ::_FullFrMIegeaudltlng REG_BINARY an
| [ Keyboard Layouts Wa|LimitBlankPasswo, .. REG_DWORD 000000001 (1)
-l S 74| LsaPid REG_DWORD 000000250 {£56)
| AccessProviders &/ Mol mHash REG_DWORD 0x00000001 (1)
. Audit ab|otification Pack.,. REG_MULTI_SZ scecl rassfm
. Credssp | Product Type REG_DWORD 0x0000000a (10)
- | Data f8restrictanonymous  REG_DWORD 000000000 (0)
J FipshlgorithmPoli We|restrictanorymnou, ., REG_DWORD 0x00000001 {1}
. GBG 2| SecureBoot REG_DWORD 000000001 (1)
;D . REG_MULTI_SZ kerberas msv1_0 schannel wdigest tspkg pluzu
. Kerberos
o MENL D Kev
- Skewl
= String Yalue
| SspiCache Binary Value
- | LsaExtensionConfig . |
e, e, QWORD (54-bit) Yalue
;I —I 0 Mulki-String Yalue
| |Computer1,HKE\"_LOCAL_MACHINE\SYSTEM\,CurrentControISet\,l Expandable String Yalue V]

Make sure that the LMCompatibilityLevel value is 00000003, as shown below.

' Registry Editor

File Edit Miew Favorites Help

- | DeviceClasses ;I Mame Type | Data

- |, Els ab|(Defaulth REG_57 (value nat set)

[~ [, Errata el audithasedirectories  REG_DWORD 000000000 {0)

""" | FileSystem ¢ auditbasenhijects REG_DWORD 000000000 {0}

""" . FileSystemUtiliies ab| uthentication Pack... REG_MULTI_SZ msvl_0

By GraphicsDrivers | Bounds REG_BINARY 00 30 00 00 00 20 00 00

""" . GroupOrderList 28| crashonauditfail REG_DWORD 0::00000000 (0)

_____ : :iﬁ:_elist 8| disabledomaincreds REG_DW/ORD 000000000 {0}

o IDCorfigDE W8 everyoneincludesan.,, REG_DWORD 000000000 (0)

..... M 3| Forceguest REG_DW/ORD 000000000 (0)

E- | Keyboard Lavaut E-:: F_Llll|_:ur|wlegeaud|t|ng REG_BIMARY oo

H- | Keyboard Layouts wwo| LimitBlankPassword lse RES_DWORD 000000001 (1)

= | LsaPid REG_DW/ORD 000000290 (656)
H- | AccessProviders s MoLmHash REG_DWORD 000000001 (1)
- | Audi ab|Natification Packages  REG_MULTI_SZ scecli rassfm
- | Credssp e/ Product Type REG_DWORD 000000005 (10}
----- | Data 8| restrickanonymous REG_DWORD 000000000 {0)
----- | FipsAlgorichrPoli 8| restrictanonymoussam  REG_DWORD 000000001 (1)
----- | GBG §8| SecureBook REG_DWORD 000000001 (1)
""" y Jo aby Hetpimhanhoengy R il b bzl | widigest tspkg pkuzu
G-l fﬂ';r:frgs REG_DWORD 000000003 (3)
----- o Skewl

In the MSV1 0 menu, make sure that the value of AllowLegacySrvCall is

00000001, as shown below.

15
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& Registry Editor

File Edit Miew Favorites Help

[+ || DeviceClasses ;I Mame Tvpe | Data

B | Els ab|(Default) REG_S7 {walue not set)

- | Errata ab|ath132 REG_ 57 155UBA

""" . FileSystem ab] futh1 70 REG_S5Z Afssa

----- . FileSystemUtiities a'ﬂnuthE REG_SZ RLASSEM

Bl i GraphicsDrivers 24 mMinClientSec REG_DWORD 0%20000000 {S36870912)

----- | GroupOrderList

i L L Lo Tl =T T o FEG_Cw R L8000 1) 0 g gl aTu e 0 S N RSH
L REG_DWORD 0x00000001 §1)

----- | hiwelist

[+#-- |, IDConfigDB

..... | IPMI

[+ . Keyboard Layvout
[+ |, keyboard Layouts

= [ Lsa
[+ | AccessProviders
- | Audit
[ | Credssp
----- | Data
----- , FipsalgarithmPoli
..... i GBG
..... 1 JD
[+ Kerberos
----- . MIYL_0
----- | Skewl
[+ . 550
[~ || SspiCache
- | LsaExtensionConfig

Step 5: Installing Identity Management for UNIX
5.1 Go to Server Manager > Roles and click on Add Role Services.
T

File Acton View Help
e=|Hsd
El 3 Roles
B % Active Directory Domain Se
Q Microsoft Identity Manz ' View the health of the roles installed on your server and add or remove roles and features,
] Active Directory Users ; Ed
[l Active Directory Sites a

gn_.‘ DNS Server - . _ _
~| Active Direch Dol Services AD DS Hely
57 File Services irectory Domain Serv =P
Bl g Features Stores directory data and manages communication bebween users and domains, induding user logon processes, authentication, and directory searches.
EH Failover Cluster Manager
_é Group Policy Management Go to Active Directory Domain
B Diagnostics AT Services
jj‘j Configuration
{3 storage ~) Role Services: 5instaled T Add Role Services
5= Remove Role Services
Role Service | Status I >
5  Active Directory Domain Controller Installed
4 Identity Management for UNIX Installed
%, Server for Network Information Services Installed
CL Password Synchronization Installed
CQ'J, Administration Tools Installed
Description:

Active Directory Domain Controllerenables aserverto store directory data and manages communication
between users and domains, including user logon processes, authentication, and directory searches.

5.2 Check all the options in the next window and click Next.
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Remove Role Services x|
Select Role Services
To remove one or more installed role services for Active Directory Domain Services, dear their chedk boxes:
Confirmation Role services: Description:
Progress Il . ctive Directory Domain Controler Adtive Directorv Domain Controller
7 o enables a server to store directory
Results B) |od) EEigliErErma s Bl L _ data and manages communication
Server for Network Information Services between users and domains, induding
Password Synchronization userlogonprocesses, authentication,
Admiristration Tools and directory searches.

More about role services

< Previous Mext = Hemove | Cancel

5.3 Select the unix security group in Active Directory Users and Computers and

go to the Unix Attributes tab. Choose the NIC Domain for your AD.

=10l |

File Acton Wiew Help

& | ?E 0| REBd=HE|tasTa%

Add... | Remove

| Active Directory Users and Comput | Name I Type | Description |
= saved Queries | £ acninsyator unocproperties 0 a1
B &4 ﬁ'[ﬁ”ktESt- ift.com ﬁmlowed RODC Password Replication ... Security Group ...
J Builtin E_E,Cert Publishers Security Group ... " General I Ma'nbersl Memberﬂfl Managed By UNIX Attributes I
J Computers ﬂ_!,Dern'ed RODC Password Replication ...  Security Group ...
._JJ_ Domain Controllers %Dnsndmins Security Group ... To mable_ access to this gm:pjo‘r UNIX clierts, you will have to specify the
J ForeignSemrit_yPrindpals S!,DnsUpdateProxy et e NIS domain this group R
_I S:;asged SEMCE Aol %Dcmain Admins Security Group ... IS Domain:
- gaJDomain Computers Security Group ...
%Domain Controllers Security Group ... GID (Group 1D): |1 104
%Dornain Guests Security Group ...
E!,Dcmain Users Security Group ... Mermbers:
ﬂ_!,Enterpr'lse Admins Security Group ...
ge,Enterprise Read-only Domain Control... Security Group ...
3‘, frank User
E, frank2 User
gfdGroup Policy Creator Owners Security Group ...
3_4 Guest User
QEJRAS and IAS Servers Security Group ...
E!,Read-only Domain Controllers Security Group ...
.ﬂs:h:mdmirm Sequribe Groun
82 urix Security Group ...

| o]

Cancel I Apply

After setting up the UNIX attributes, add user accounts into configured group

and NIS domain, as shown in the screenshots below.

17
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Active Directory Users and Computers

File Action View Help

G EIREEIE EENEEI IR S

: Active Directory Users and Comput | Name | Type | Descrif
kx| _ Saved Queries mminishamr User Buit4n
BN ﬁ§nkbest.iﬂ.mm Sﬂmlowed RODC Password Replication ... Security Group ...  Membe
| Builtin 52, cert Publishers Security Group ...  Membe
.—_ Computers SﬂDenied RODC Password Replication ...  Security Group ...  Membe
:— Dnm.ain Cnnir.nller.s . SLDnsAdmins Security Group ... DNS A
= ForelgnSemrlt?fPrlnupals SﬂDnsUpdateProxy Security Group ... DNS di
| Managed Service Accounts T . . - 2
= Users ¥4, Domain Admins Security Group ...  Design
- SﬂDomain Computers Security Group ... Allwor
SﬂDomain Controllers Security Group ... All dom
SiDomain Guests Security Group ... All dom
SﬂDomain Users Security Group ... All dom
S_’JEnberprise Admins Security Group ...  Design
e = i il = I‘ L, et e | I~ h‘ Fal B L,
jL frank User
%, frank2 User
SLGroup Policy Creator Owners Security Group ... Membe
?_; Guest User Built-n
S_ERJ'-\S and IAS Servers Security Group ...  Server
SiRead-only Domain Controllers Security Group ...  Membe
Sﬂsdﬂema Admins Security Group ... Design
S_’Junix Security Group ...
I i

General | Address | Account | Profile | Telephones | Organization | Member OF

Personal Virtual Desktop I COM=

Diakin I Environment | Sessions
Remote control Remote Desktop Services Profile

UNIX Attributes

To enable access to this user for UNIX clients, you will have to specify the

MI5 domain this user belongs to.

NIS Domain: &
uID: [16593

Login Shel:  [/bin/sh

Home:

Tt If"homef‘ﬁank

Primary group

name/GID: Iunix j

21z

r
. _______________________________________________|

OK I Cancel

Apply

Help

Step 6: Configuring AD User Account Settings for Import into EonNAS
AD user accounts have to meet the following criteria:

= AD user logon name needs to be the same as the full name.

Mew Dbject - User

4

Create in:  nas-test ad/ sers

Firzt name: IBart

Iritialz; IYH

Last name: IHsiaD

Full name:

IBart YH. Hziao I

Lzer logon name:

IBart ‘*H. Hsiad

Izer logon name [prewindows 2000];

I Bhas-test. ad

=~

|Nﬁ«S-TESTH

IBart vH. Hziao

¢ Back I Hest > I Cancel

» The user logon name length should be less than 20 characters.
= The user logon name can not include the following invalid characters:
N |=+*2<>@"
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Step 7: Adding AD server to EOonNAS

7.1 In the EOonNAS GUI, go to Configuration > Service > Directory, select the
LDAP service and click on Edit. Configure the settings and click OK after
finishing the settings.

LDAP Client Settings

LDAP Server IP Address  192.168.140.157
LDAP Server Port 389

Domain Name DC=adserver,DC=local

Proxy Username Administratar

Proxy User Password (X X X X N ]

[ o |[ camcer |

= LDAP Server IP Address: Specifies the AD server IP address.

= LDAP Server Port: Specifies the server port. This parameter will be
assigned automatically according to the IP address.

= Domain Name: Specifies the AD server domain name. This parameter will
be assigned automatically according to the IP address.

= Proxy Username: Specifies the AD server admin username.

= Proxy User Password: Specifies the AD server admin password.

When LDAP configuration is successful, the AD has been added to the EOonNAS
system.

7.2 Go to Configuration > Service > Share to check CIFS settings and confirm
the Windows domain name.
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Qnfortrend

Configuration | Se

il e soricms i &vios piotoeols 4 pradcs altared aceaea 1o oo AD sl or o nemork Ghosssihe
[ Miscellaneous CoTvice Rame CIFS Settings L]
& istem TR B
& s cFs ik ; P
& ! Network indows Domain e
: FTR b5
@[] Peripheral e Domain Name |adserver.local -
& ) Notification |
# || Storage i i
# % Folder iscs! — [l windows Workgroup i
# ) Account
= WorkGroup Mame
% [ Backup
[# ‘¢ Maintenance
Apply | I Cancel

Step 8: Importing Users from AD Server
Go to Account > User and click on Import.

Qlinfortrend’

Account | User

ortcut

- a

Explorer Home

Welcome admin -E-A Logout ! Links ¥

+ k| Status
{74 Configuration User 2]
51 siorage
O el Create user accounts for accessing shared volumes or files with unique usernames and passwords. Configure their access
= B Account rights: readiwrite or read only.

; User | Name Home Directory Type [+] Group Quota v Description |

Group

# £ Backup Page 0 « [ Total 0 Pages Total 0 User(s)

# ‘¢ Maintenance |

‘ | Delete | [ Import |

Ensure the AD users are imported from the AD server.

ift1 005 Thomelit1 0045 Ldapllser 10000 nane
ift1 006 Thomelit1 006 Ldapllser 10000 nane
it o0y Thomelit1 007 Ldapllser 10000 nane
ift1 00& Thomelift1 008 Ldapllser 10000 nane
ift1 0049 Thomelift1 009 Ldaplser 10000 none
ift1 01 Thomelift1 01 Ldaplser 10000 none
ift1 010 fhomelift! 010 Ldaplser 10000 none
it 011 Thomelit1011 Ldapllser 10000 nane
o012 Thomelit1012 Ldapllser 10000 nane
o013 Thomelit1013 Ldapllser 10000 nane
1014 Thomelit1014 Ldapllser 10000 nane
1015 Thomelift1 0145 Ldapllser 10000 nane
ift1 016 Thomelift1 016 Ldaplser 10000 none
it1017 Thomelift1 017 Ldaplser 10000 none
ift1018 Thormelift1 018 Ldaplser 10000 hone
itlo1a Thomelit10149 Ldapllser 10000 nane
itz Thomelit102 Ldapllser 10000 nane
it oz0 Thomelit1020 Ldapllser 10000 nane
it 021 Thomelit1 021 Ldapllser 10000 nane
The|1 = | page / Total 145 pages  Total 30 records
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Step 9: Allowing Users to Access Folders

9.1 Go to Explorer in the EONNAS GUI and select the folder to be shared. Click

Explorer 2|
VolumeiFolder/File Management
Add, delete, or upload files through this explorer window. Use the sidebar to expand the volumeffile hierarchy.
& EonNAS Pooil
B b;%” 3 Name Available | Used [ Twpe | LastUpdate
serHome
e aae UserHome 377GB 43.4KB filesystem 2012-02-07 10:09
cisshare 377GB 43.4KB filesystem 2012-02-08 10:41

« [ »
[cromevoimme] (crostessr ) [_eine ] [_pere J[_stre ]

9.2 Add users that will have permission to access this folder by clicking on Add.

Configure the sharing setting for this folder. Change the share name,
add a description, add users and grant access rights, and configure
file sharing services.
Folder Path  |/Pool-1/cfsshare
Share Name  cfsshare
Description
— Access Rights
£ everyone Access Allow Forbid
A user All Controls ]
Modify |
Read And Execute |l
List folder contents l
Read il
Write |}
[ add | [ Delete
—— Share
7. CIFSISMB
5 wes
] AFP

9.3 To add users and/or groups, move them to the right-side boxes using the

arrow signs.
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Add User b4

To add users and groups to this shared folder, move them to the right-side boxes
using the arrows.

Available Users Select Al Added Users Select Al

|Buser

I

I

Available Groups Select All Available Groups Select All

‘ ﬁ Users ‘

9.4 After configuring the share settings, click OK button to apply the
modifications.
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@ The sharing settings have been configured.

9.5 After that, go back to Windows Server 2008 and verify whether the share
folder access rights are the same as on the EOnNAS system. To do so, find the
relevant network disk, right-click and select Properties. The share folder access
settings can be found in the Security tab.

23



Using Microsoft Active Directory (AD) with EOonNAS 3000 and 5000 in Windows Server 2008

Appendix

EonNAS System Recovery Procedure

If the system encounters errors during import, recover (rollback) the system as
follows using the system snapshot image mentioned above.

Go to Maintenance > System > System Snapshot. Select the snapshot image for
recovery and click on Rollback.

System Snapshot

Differential Backups of System Configurations

Create differential backup files of system configurations in a manner similar to the Snapshot function in the Backup menu. Always take a system snapshot before making significant changes to
system configurations. Use the Rollback function to recover the system to a previous state.

-, 4

EonNAS

system

“You Are Here

Snapshot Name
Time Created
Description

system
2012-02-07 10:34.07

Copyright © 2012 Infortrend Technology, Inc. All rights reserved. Infortrend, ESVA, EonStor, EonNAS and EonPath are trademarks or registered

TakeSnapshot | || Rolback | [ &t | [ pelete
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