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Abstract

This document describes how to use Infortrend SANWatch Snapshot and Symantec
Backup Exec 12 to do Exchange server backup through the coordination enabled by
Microsoft Volume Shadow Copy Service (VSS).
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Snapshot Technology Streamlines Backup Operations

Downtime and loss of data are two of the most intimidating threats to business
operation. Besides inestimable profit loss and restoring efforts, they may even lead to
legal issues. To achieve business continuity and data protection, how to do efficient
backup and recovery is both a necessary concern and an unavoidable challenge.
Before the invention of snapshot technology, traditional backup and recovery
operations (full backup/full restore) suffer from some common annoyances, such as the
difficulty of backing up running applications, prolonged backup time, lengthy recovery
procedures, poor application server performance during backups, and rapidly
consumed capacity. Snapshot technology efficiently addresses these problems by
enabling the creation of point-in-time copies. These copies keep only data differentials,
so they can be created in a few seconds, exert almost no influence on the application
server performance, and occupy little disk space. When a snapshot image is taken,
host 10 is temporarily held; therefore, these copies are also quite reliable. It impact to
the live application is reduced to the few-second suspension of 0. When full backup is
necessary, backup server will take over the task of copying data snapshot to backup
media, thus allowing application servers to concentrate on its application operations.
(To know more about snapshot technology, please refer to “Snapshot Technology
Improving Data Availability and Redundancy”
http://www.infortrend.com/main/3_support/brief _snapshot.asp)

(To know more about Infortrend SANWatch snapshot, please refer to “Backup and
Recovery by Using SANWatch-Snapshot”
http://www.infortrend.com/main/3_support/brief _snapshot Usecase.asp; or SANWatch
shapshot datasheet

http://www.infortrend.com/doc/datasheet/Snapshot PRN_PDS_v1.1.pdf)

Microsoft VSS Solves Compatibility Issues

As illustrated above, snapshot proves to be a great help of streamlining backup
operations; however, to make use of its capability requires integrating it with the backup
software, the applications, and the storage systems to be backed up. Compatibility
issue between vendors is the main problem interfering with the integration. In the past,
IT managers solve this problem by using scripts to enable the coordination of the three
elements. Finding that scripts are difficult to create and maintain for long-term proper
operation, Microsoft built a technology in Windows Server 2003 named Volume
Shadow Copy Service (VSS). VSS serves as the architecture on which VSS-compliant
backup software, applications and storage hardware can work with one another for
efficient backup and restore. To make the convenient service available to users,
Infortrend has made the snapshot functionality of its proprietary storage management
software, SANWatch, VSS-compliant. Below we will further illustrate how SANWatch
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snapshot can be used to do the backup and restore of EonStor arrays by working with
Symantec Backup Exec12 through VSS framework.

VSS Basics

VSS is often represented as a triangle-shaped framework whose three vertices are
Requester (backup software), Writer (database application) and Provider (storage
hardware).
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Backup procedure

1. The requester commands the start of the backup job.

2. The writer flushes data and guarantees the consistency of the dataset to be
backed-up.

3. The hardware provider creates a snapshot of the data and maps it to the host
where the requester is installed.

4. The requester backs up the snapshot image to the target device.

5. The hardware provider unmaps the snapshot image and deletes the snapshot
image.

Application Example of Microsoft Exchange Server Backup

Server and Software Requirements

1. Microsoft Windows Server 2003 x64 (service pack 2)

2.  Microsoft Exchange server 2007 (service pack 1)

3. Symantec Backup Exec v11d.7170 or Backup Exec v12.

EonStor Array Configuration

1. Choose two of the created logical drives to create a Snapshot Container and a
Source Volume using SANWatch GUI.




Data Protection for Exchange Servers Using Infortrend SANWatch Snapshot and Symantec Backup Exec 12
through Microsoft VSS

il =8 Create Snapshot Container El

Step 1 Select Lagical Drive(s) / Yolume(s) for Snapshot Contain

Il 10 57E36731, RAID 5, Size: 71464 2ME I—P2 Ip3 |
Il 10: 56150241, RAID 5, Size: 714642MB

11D: 5BAB9366, RAID 5, Size:
W 1D 1C8B0BSC, RAID 5, Size: F1464IMB. Partition(s) of LD: SEAS9366
+ Index; 0, Offset. OME. Size: 20430ME.

B =

Step 2.Assign Logical Drivets) [ Yolume(s) as Source Yalume for Snap:
1 W D:57E36791, RAID 5, Size: 714642ME
P2 P3
| Il 10: 56150241, RAID 5, Size: 714B42MB
1 1D: 5BAB9366, RAID 5, Size: 714642MB
W 0: 1C8B0BAC, RAID 5, Size: T14642MB Partition(s) of LD: SBAS5366
Index; 1, Offset: 20480MB. Size: 40960ME
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Purge Threshold Value : 7 |eek ¥

Max. Bnapshotimage Gount: 128

0K cancel |’

2. Create LUN mapping for the Source Volume.
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B Fibre Channel Status
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1 Snapzhot Set(s)

= ¥ Cata Serdce
B snapshot infurmaton |-
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v .
4] 1* ’_l |
Iredsis Sebvarky Type
128 3 _- AT 204 222005 Fsnapshet NOITICE - 5L 10:4A 1002 eleted Complete in 55 b L=
130 B orizotzaime rnapelot MOTICE - 55 [D: 1BA1 884031468628 Deteted in 5C 10:SES460C3T2C1CH6A (ekot A)
131 E (20071204 22:20:00 {Snapshat NOTICE - 5C TD:SEAEDCIE3C1CARA Delsbed (ot &)
132 - 2007-12-04 22:30:20 Srpshot NOTICE - 5C 10:5EF LLCSEEITDT 300 Crestion Complete (slot A)
i) 3 L BT Forspehot NOTICE - 55 -2 LOSUDDTARILDA Crésticn Complets in S J0:SEF 110 90GAFOTI0 (st A)
134 @ H  rnoizan Sriapshol HOTICE - 51 10:7 6DA0S400 Crestion Complebe in 55 1D:2C Tshot A) v
Event Log List | Configuration List

=S Controlier Time : 2007-12-04 22.31 [+00:00]

3. Scan all the available disks under Windows 2003 Device Manager. A new “IFT
SCSI Disk Device” should be displayed in the component list window.
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E Computer Management

Q File Action Wew ‘Window | Help

s BB Fs 2m 3

Q Computer Management {Local) E|--- OT9305291
=l Svstem Tacls w1 Computer
i) (5] Event Wiewer SR Dk cives

g Shared Folders “e» HDT722525DLAZE0

[]---% Local Users and Groups -

&% Performance Logs and Alert: f Display adapters

----- _,;_rr Device Manager ik DYDJCD-ROM drives

EI--@ Storage @ Floppy disk controllers
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B4 Disk Defragmenter @ IDE ATAATAPI controllers
g Disk Management 2 Kevboards

[]--& Services and Applications 777y Mice and ather painting devices
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4. Initialize this new IFT SCSI device and assign a drive letter (For example, ‘G’) to
the disk in the Disk Management window. Note that the disk should be formatted
using the Basic-MBR mode.

5. Install the Exchange database in the initialized disk.

Note: If you have already installed the Exchange database in a logical drive, to make it
protected by snapshot, you should first choose another logical drive, use it as the
Snapshot Container and then create a new Snapshot Set, selecting the logical drive
where the Exchange database is installed as the source volume. For detailed
procedures, please consult our SANWatch User’s Manual.

Indicate the Backup Device

1. Launch Backup Exec.
2. Create a backup device to which the backup data can be saved.

Click Devices tab. Expand the Devices tree in the lower pane and right-click on
Backup-to-Disk Folders. Select New Backup-to-Disk Folder.

Backup Exec 12 for Windows Servers

Media Servers -Job Setup Job Monitor
Devices - 11 ltems

S| Lé_-jﬁtorage Devices Media Label 4| Me

b E- B Device Podls [ B2DO00001

] s 3 :
i [0 Al Devices (TSD3L

erties : 4 ¢ ) [{ams000001 Med
] [if3meoononz Med
Tasks 2 B oo slone Ditves [Fammso0o00a Med
2 [£3ma000004 Med
e [3IMG00000S Med
[3IMG000006 Med
Mew Backup-to-Disk Folder. .. > |’:IMGDDUUD? Med
Tasks & ! 58 Cascaded A E p-Fo-Disk Folder .. 3 MGO0000E Med
3 IMG000003 Med
[f3ma000010 Med

3. In the pop-up window, indicate the path of the backup device, and then click OK.
Now the backup device is ready.




Exchange Server Backup Procedure

1. OpenaNew Backup Job in Backup Exec.

2. From the left-side tree, click Selections under Source, and then select the
source you want to backup in the right-side pane by ticking the checkbox.
Note: Select the disk folder where the mail box resides (e.g., the “EXCH2007”
folder in disk G), and also the “EXCH” database in Microsoft Information Storage.

Backup DO0D4 Properties | 1N =101 %]
5 i~ Selections
ource )
(e o Selection list narme:
Besource Order IBackup 00004 j Load selections from existing list.. | ¥ Include subdirectories
Resource Credentials Selection list description: ¥ Shaow file details
Friority and fevailability Ibackup db + disk, [pshiE e | :
Selection List Motification
Destination Wigws by Resource I ‘View Selection Detals |
D?vice and Media "D 8 dra303556 allriame = |
Seltings =00 [ drosos ] ol Address
General =75 4 O=c
Advanced ] H'“DQ Address O=o:
Metwork and Security e (Sl EéK?SPlENS‘!
Pre/Post Commands -0 D: S
Advanced Open File r i
-] [ E2K7SP1EMAS 1
Advanced Disk-based Backup B g E: S
Microsoft SOL N GI: LSR Microsoft Information Store
M?crosoft Exchang.e w0 Backup Exec AOFO Stors [T {1 Resourcesd
Microsoft SharePaint -5 oS O é Shadow Copy Components
Microsaft Active Directary &1-[7] ) EXCHz007 [ g2 share
Lotuz Deming =il System State
Oracle -] System Yalume Information O=z
DBz [T ] Resources$
Metware SMS - E;l Hhare
Linuz, Unix. and Macintosh EEE=
HOMP (-] ) System State
Enterprize Y ault =
Motfication ] Microsoft Information Store
Frequency T 8 TEIETT s
Schedule R = AR
0 [+ ] | ol
Subrrit I Cancel | Help |
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Note: Please make sure the backup server has the right to access the Exchange

server.
el
i~ Resource Credentials

Source
Selections Repource | Logon Account \ Tesk Results |
Besouce (ide B ifttsd-e2k7en6d.t...  EXCH Successful

(P First Storage G... Successful - used server credentials H

PriTity-ar ittty Fifsecond Storag... Successful - used server credentials : -
Selection List Notification =24 Successful - used server credentials Test Selected

Destination
Device and Media

Settings

General

Advanced Lhange
MNetwork and Security Clear
Pre/Post Commands -
Advanced Open File
Advanced Disk-based Backup

To do this, add an account from Resource Credentials under Source.




Logon Account Selection I _ Ol x|

E The lngon account you choose will be uzed to back up the selected resource.

'

Please zelect a logon account fram the list:

§ Syztem Logon Account TSDDMS Admin... Common  TSDOMS Admini...

New. | Edt. | ok | cacel | Hep |
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Select a backup device.

Go to Device and Media under Destination; select a backup device as the
destination from the pull-down list in the right-side pane. The backup data will be
stored in the chosen device. (See the previous section for how to create a backup

device.)
Backup 00004 Properties L o =[]
i~ Device and Media
Source
Selections Device
Resource Order E%CH LI

Fiesource Credentials
Pricrity and A ailability
Selection List Natification |-

Device Pool
All Devices [TSD31)

Deshination
ethings

Gereral IKeep Drata Infinitely - Do Mot Allow Ovensiite LI
Advanced
Metwork and Security ~\when this job begins
Fre/Post Commands
Advanced Open File
Advanced Disk-based Backup = Append to media, ovenarite if no appendable media is available
Microsaft SOL

Microzoft Exchange
Microsoft & harePaint
Microzoft Active Directory

" Dvenwite media

¢ Append ta media, terminate job if no appendable media is avaiable

™ Eject media after job completes

Lotuz Daming ™ Retension media befors backup
g;;;le T Useswite once, read mang (w0 ] metdia
Metware SMS — Multiple data streams [Dracle and DEZ only)
hIBL::i:‘UHIK' and Macintash W aximum number of devices to use for resources that support multiple data streams: | 1 _;_|
Enterprise ¥ault tinimum number of devices, terminate job if fewer devices are available: | 1 _:l
Maotification
Frequency
Schedule

Subrnit I Cancel Help

Enable VSS Snapshot Support

Go to Advanced Open File under Settings. Click Microsoft Volume Shadow
Copy and make sure to select Automatic-Allow VSS to select the snapshot
provider from the Snapshot provider pull-down list. When finished, click Run
Now.




Backup 00004 Properties s — ol x|

Source i~ Advanced Dpen File

Selections ¥ Uze Advanced Open File Option

Resource Order

Resource Credential:

Priority and Availability

Selection List Motification  Symantec Yolume Snapshot Provider (windows 2000 and 2003 only)
Destination

Device and Media
Settings

General

Advanced " Weritas Storage Foundation for Windows FlashSnap Option [windows 2000 and 2002 anly)

MNetwork and Security =
BrePast Commands Microsoft Wolume Shadow Copy Service [Windows 2003 and later]

— Open file configuration

" Automatically select open file technology

vanced Dphon File Optios [SOED] wizard b conborn Spmattec Valume Snapshot Pravider far

pen File Snhapshot provider, IAutomatic - Allow WSS to select the snapshot provider LI
Advanced Disk-baszed Backup

Microsoft SHL
Microsoft Exchange IV Progess logical volumes for backup one at a time
Microzoft ShareFaint
ticrosoft Active Directory
Lotus Daming

Oracle

DE2

Nefw/are SHS No‘te:t_T he Advanced Open File Dption settings apply to all backup sslections in the job, including file system and database
selections.

Linw, Unix, and Macintosh
NDMP
Enterprize Wault
Naotification

Frequency
Schedule

Submit I Cancel | Help |

b

5. Go to Microsoft Exchange under Settings, and select the check box Use
Backup Exec Granular Recovery Technology (GRT) to enable the restore of
individual mailboxes, mail messages, and public folders from Information
Store backups.

Backup 00004 Properties s H=E3
e ~ Microsoft Exchange
Selections ~ Information Stare Backups
Resource Order Backup methad:

Resource Credentials
Full - Database & Logs (Fush thed | ¥
Priarity and Availability I 4 atghast & Loos [Hhish.commied ogs|

Selection List Notification [ Continuously back up transaction logs with Backup Exec Continuous Pratection Server

Destination
Device and Media

Sethings
General wiithout recovery pointe (ndividual malimessages and folders can anly be recovered fiom the [ast
i full b
MNetwork and Security ¥ Lse Backup Exec Granular Fecovery Technologp [GRT] to enable the restare of individual maiboxes. mail
Pre/Post Commands messages, and public falders from Infarmation Store backups [Exchange 2000 and later only; incremental

Advancsd Open File backups supported with policy-based jobs anly]

Advanced Disk-based Backup Guide Me..

Microzoft SOL ¥ Perform consistency check before backup when using Microsoft Yolume Shadow Copy Service
£ [55] shapshot provider

3 3 : ¥ Continue with backup if consistency check fails
ticrozoft Active Directany

Lotus Domina |f Exchange 2007 backup zource iz LCR or CCR:
Oracle IEack up from the passive copy and if not available, try the active copy recommended) _‘J
De2

Netw'are SMS
Linug, Unix, and Macintosh
NDMP
Enterprize Yault
Notification

Frequency
Schedule

Subrmit I Cancel | Help |

#
6. Verify the settings in the job summary window and click OK. A backup job should
then initiate immediately.

Check Whether the Snapshot Is Taking Place
Open a terminal console for the Infortrend RAID system to be backed up or use the
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SANWatch GUI. The following screenshots all indicate the situation when SANWatch
GUI is used.

After running the backup job using the Backup Exec software, check for the following
events in the console:

1. A snapshot image should have been taken.

At first, a notification event (Snapshot NOTICE — SI ID:xxxxxx Creation Complete
in SS ID:xxxx) will prompt you, indicating that a Snapshot Image (Sl) has been
taken. Meanwhile, a snapshot image will be activated with another notice event
(Snapshot NOTICE —SI ID:xxxx).

#5165-R1030 Array (192.168.4.227) 5
System Action Command  License
E-{ T} Information |

_? Enclosure View
| L...lﬂ Tasks Under Process

Logical Drive Information

Logical ¥olume Informatit
5 ':“’ Systern Infarmation
ol statistics

=) v':&? Maintenance

Snapshot Status

o Snapshot Infarmation G Glohal Aftribute

Snapshot List | Media Extent List|

-(j Snapshot Cantainer List
H--n#" Snapshot Container ID:G5E221 26798F88EC
E d Snapshot Set IDBA2FAGSB4FBCI31F

_ Logical Drives

i j Physical Drives

o[ Task Schedules
e \;k Configuration

Information Summary

Item Description

B -8 Data Sewvice
= @/ Maintain Snapshaot
[ m Configure Snapshot =

e

K] | »

Index Severity Type Time: Description
371 @ ﬁ! 2008-04-18 15:37:22 snapshot NOTICE - SI ID:69520F3110D25780 Creation Complete in 55 ID:EAZFA65EﬁE 31F (slot &)
a7z @ = 2008-04-15 15:37:23 ISnapshal NOTIEE —S1ID: 1 2DFSBDCS2D34294 Activated (ot Ay —————

2. The snapshot image will then be mapped to an available host LUN, and data will
be copied to the device location you previously set on the backup server running
Backup Exec.

Host LUN Mapping

rHost LUN(s)
| chemmellp | scsie | wwip | Logical Driveiolume Patiion | Size(MB) | RAID Level
& 0 & i} 63B1E22F 1] 69624 RAID'S
£0 6 1 EE18A279 0 34812 RAID 1
—Host Lun Filter(s)
Lo |ca| Drwe,l’\u' I Partition I Snapshat Logical Yolume ID Graup Host 1D Host ID Mask Filter Type

3. After the backup process is completed, the snapshot image will be deleted
automatically. The backup job is completed

[T B UHEE oEvIrE
BT

B waintain Snapshot

Eﬁ Corfigure Shapshot o

| »

dex Severity

@ | =
@ | =
@ | =

Time
2008-04-18 15:37:22

Description
Snapshiot MOTICE - SIIDn69520FE110025780 Creation Complete in 55 ID:6AZFAGSB4FECIILF (slot A)

2008-04-18 15:37:23 Snapshot MOTICE - SI 1Dt 12DF9BDCS2D94294 Activated (slok &)

2008-04-15 15:39:03 Snapshot MOTICE - SI 1Dt 12DF9BDCS20942594 Deleted Complete in 55 IM6AZFABSE4FBCI3IF (slot &) |
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Restore Exchange Data from Backup Target

Follow the procedures below to restore an accidentally crashed mailbox or the entire

mailbox.

Open a New Restore Job in Backup Exec.

Enter Source -> Selections and select a restore resource. In this case, a crashed

mailbox needs to be recovered. You can select individual mailbox restore or the

entire mail box for restoring a database. Below is an example of restoring an

individual mailbox named “new.”

=

(e

View by Resource | Yiew by Media | Yiew Selection Details I

B #H @ All Resources
-] B IFTTSD-E2K7ENE4. TSDDNS.COM
Eil= Jel

[#1%5 4/21/2008 1:56:04 PM (Snapshot Fully B Finder
FJJ EXCH2007 B Freebusy Data
-] ) catalogdata-56727dFE-0ef5-4c47-bod B Schedule
7-[]] 4/21/2008 1:41:30 PM {Snapshat Fully 4 shorbouts

-[]"8H 4/15}2008 5:58:34 PM (Snapshat Fully

¢ m-[1%H 4/18/2008 3:47:32 PM (Snapshaot Full)

|’i_ 7| [? Microsoft InFormation Store

[ G Fiest Starage Group

=1 (#1588 4/21}2008 1:49:36 PM (Snapshat Ful)
B- @ Mailbox Database

-] £ 2007 [2007]

#-] 9 Adrninistrator [administrator]
-] £33 BEADMIM [beadmin]

B[] £9 BR200FEXCH [bkz0078xch]
w-F

-] 9 areen [areen]
£

£

[

-1 2B hihi [hihi]
-] B hibi [hihil]
- [] =0 mivako [miyako] ot

|-E]"- 9 niew [new]

|»

Mame =
B2 Comman Yiews
B Deferred Action

=] Spooler Queue
¥4 Top of Information Stare
Q& Wigws

Friday [Friday]

H-] 29 peagy [pegay]

3. In Device and Media under Source, select the backup data of the source you

want to restore.

Restore 00007 Properties

Source
Selections

Destination
File Redirection

Resource Credentialz
Device and Media

Microsoft SGL Redirection
Microzoft Exchange Redirection
Microsoft SharePoint Redirection
Oracle Redirection

i~ Device and tMedia

Chooze a device to restore each group of media listed below. The media are lizted in the order that iz needed to restare thef
selections.

A restore zelection list and job will be created for each different device. To change the device, click the drop-down arraw
in the Device colum.

Media or Resource Media Location Restore Device or Media Server

IMG000009 ExCH =]
E2D00000L EXCH =l
IMGED00010 EXCH =l

4. Make sure the following items are selected in Microsoft Exchange under

Setting.

=  Automatically recreate user accounts and mailboxes.
=  When restoring individual mail messages and folders, restore over existing

messages and folders.

= Dismount database before restore.




Restore DOD0DT Properkties |

Source
Selections
Rezource Credentials
Device and Media
Destination
File Fedirection
Microzoft SOL Redirection
Microzoft Exchange Redirection
Micrazaft SharePaint Redirection
Oracle Rediection
DE2 Redirection
Enterprise ¥ ault Redirection
Settings
General
Advanced
Pre/Post Commands
icroszoft SHL
Gl fal=3
Microzoft SharePoint
Microsoft Sctive Directony
Latuz Daming
Oracle
Dbe2
Enterprize % ault
Metware SMS
Linux, Unix, and Macintosh
MOP
M atification

Frequency

Schedule

i Microzoft Exchange

I v Automatically recreate user accounts and mailboxes I

under Job Defaults, click Exchange,

[V 'wihen restoring individual mail messages and folders, restore aver existing messages and falders

Maote: To set the password assigned to recreated user accounts, click the Tools menw, then click Dptions, and then

~ Exchange v5.5
¥ Ma lass restare [do nat delete existing transaction lags)
¥ Restare public folder

¥ Festore private mailboxes

Guide Me. .. |

 Exchange 2000 and later

Log recovery options when restoring the Information Store
' Festore all ransaction logs; do not delete existing transaction logs (o loss restore)

For continuous pratection jobs only, restore all transaction logs unti
point-in-time; skip tranzaction logs after thiz time

" Purge existing dats and restare only the databazes and transaction logs fram the backup sets

472172008 §:31:04 F'Mj

Path on Exchange Server for temporary storage of log and patch files
|CATEMP

I ¥ Dismount database before restore I

Iv Commit after restore completes

[+ Mount database after restore

Guide e |

As to the other options, please select according to your preferences.
Verify the settings in the job summary and click OK. The mailbox will then be
successfully restored. When logging in Exchange server after a successful

restore, users will receive a mailbox restore message as shown below.

£ [ Search Folders
Personal Foiders
1 5 Public Folders

Folder Sizes
Data File Managsment. ..

[B] 1nbox - Microsaft Dutiook EEIE|
Fle Edt Vew Go Iooks Actions Help Type & question for help
yilew - 3 XK | CaReply CEReplyto A 15 Forpard | i SendiRegeive ~ | EpFind (5 | @ Tvpeacontacttofind - | @) !

Folder List ) o ;

Al Folders Arvanged Bys Dats Newsst ...+ +| [| Symantec Backup Exec for Windows Servers initialization message for mailbox
- . restore.

-] E4i Mailbox - new

i [C =0 = Teday BKZ00TEXCH

8 Contacts | BK20D7EXCH  4:26PM .. To: new

@ pelsted tems Symantec Backup Exec ... Symantec Backup Exec for Uindows Servers has restored one or wore items to
A brafts 1 hihi 157 AM your mailbox. After verifying that all regquested items have been restored,
= 421 you can delete this message. For more information, contact your system

& Jourmel adwinistrator and refer to the job history for job <Restore 00007>.

la Motes 3 Last Week

{3 Outhox

(=3 Sent Ttems 1 hihi Fri4/18

) Tasks
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