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Abstract

This document describes how to use Infortrend SANWatch Snapshot and Symantec
Backup Exec 11d to do Exchange server backup through the coordination enabled by
Microsoft Volume Shadow Copy Service (VSS).

Infortrend® Technology, Inc.

Networked Storage Solution Provider
Revision 2.0

June, 2008

Infortrend Technology makes no representations or warranties with respect to the contents hereof and specifically
disclaims, any implied warranties of merchantability or fitness for any particular purpose. Infortrend reserves the
right to revise this publication and to make changes from time to time in the content hereof without obligation to

notify of such changes.

Infortrend, Infortrend logo, and EonStor are registered trademarks of Infortrend Technology, Inc.




Snapshot Technology Streamlines Backup Operations

Downtime and loss of data are two of the most intimidating threats to business
operation. Besides inestimable profit loss and restoring efforts, they may even lead to
legal issues. To achieve business continuity and data protection, how to do efficient
backup and recovery is both a necessary concern and an unavoidable challenge.
Before the invention of snapshot technology, traditional backup and recovery
operations (full backup/full restore) suffer from some common annoyances, such as the
difficulty of backing up running applications, prolonged backup time, lengthy recovery
procedures, poor application server performance during backups, and rapidly
consumed capacity. Snapshot technology efficiently addresses these problems by
enabling the creation of point-in-time copies. These copies keep only data differentials,
so they can be created in a few seconds, exert almost no influence on the application
server performance, and occupy little disk space. When a snapshot image is taken,
host 10 is temporarily held; therefore, these copies are also quite reliable. It impact to
the live application is reduced to the few-second suspension of 0. When full backup is
necessary, backup server will take over the task of copying data snapshot to backup
media, thus allowing application servers to concentrate on its application operations.
(To know more about snapshot technology, please refer to “Snapshot Technology
Improving Data Availability and Redundancy”
http://www.infortrend.com/main/3_support/brief _snapshot.asp)

(To know more about Infortrend SANWatch snapshot, please refer to “Backup and
Recovery by Using SANWatch-Snapshot”
http://www.infortrend.com/main/3_support/brief snapshot Usecase.asp; or SANWatch
shapshot datasheet

http://www.infortrend.com/doc/datasheet/Snapshot PRN_PDS_v1.1.pdf)

Microsoft VSS Solves Compatibility Issues

As illustrated above, snapshot proves to be a great help of streamlining backup
operations; however, to make use of its capability requires integrating it with the backup
software, the applications, and the storage systems to be backed up. Compatibility
issue between vendors is the main problem interfering with the integration. In the past,
IT managers solve this problem by using scripts to enable the coordination of the three
elements. Finding that scripts are difficult to create and maintain for long-term proper
operation, Microsoft built a technology in Windows Server 2003 named Volume
Shadow Copy Service (VSS). VSS serves as the architecture on which VSS-compliant
backup software, applications and storage hardware can work with one another for
efficient backup and restore. To make the convenient service available to users,
Infortrend has made the snapshot functionality of its proprietary storage management
software, SANWatch, VSS-compliant. Below we will further illustrate how SANWatch
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snapshot can be used to do the backup and restore of EonStor arrays by working with
Symantec Backup Exec 11d through VSS framework.

VSS Basics

VSS is often represented as a triangle-shaped framework whose three vertices are
Requester (backup software), Writer (database application) and Provider (storage
hardware).
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Backup procedure

1. The requester commands the start of the backup job.

2. The writer flushes data and guarantees the consistency of the dataset to be
backed-up.

3. The hardware provider creates a snapshot of the data and maps it to the host
where the requester is installed.

4. The requester backs up the snapshot image to the target device.

5. The hardware provider unmaps the snapshot image and deletes the snapshot
image.

Application Example of Microsoft Exchange Server Backup
Server and Software Requirements

1. Microsoft Windows Server 2003 (service pack 2)

2. Microsoft Windows Server 2003 R2 Editions

3.  Microsoft Exchange Server 2003 (best with service pack 1)

4. Symantec Backup Exec 11d
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EonStor Array Configuration

1. Choose two of the created logical drives to create a Snapshot Container and a
Source Volume using SANWatch GUI.

i eate Snapshot Container

x|
rStep 1 Select Logical Drive(s) ¢ %olumets) for Snapshat Contain
Il 10 57E36731, RAID 5, Size: 71464 2ME I—P2 Ip3 |
Il 10: 56150241, RAID 5, Size: 714642MB
11D: 5BAB9366, RAID 5, Size: 714642MB
W 1D 1C8B0BSC, RAID 5, Size: F1464IMB. Partition(s) of LD: SEAS9366
. . Indlex; 0, Offset; OME. Size: 204301,
Step 2.Assign Logical Drivets) [ Yolume(s) as Source Yalume for Snap:
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P2 P3
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1 1D: 5BAB9366, RAID 5, Size: 714642MB
W 0: 1C8B0BAC, RAID 5, Size: T14642MB Partition(s) of LD: SBAS5366
Index; 1, Offset: 20480MB. Size: 40960ME
|
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Max. Snapshotimage Count:  |128
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’, Enclosure Yiew =l |-
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E’\j Logical Drive Infarmation rSnapshot Container(s) hiedia Extent List

1 E}J Logical Volum Information [ index [ medisExtentiD [ status | offset | Size |

=0 |s461BCEATCA. . [onlne, |0 Jeossn |

B Fibre Channel Stalus

- E System Information
M Statistics

548 waintenance

[J Logical Drives
[3 Physical Drives

- D Task Schedules

View and Edit Snapshot Set
& Configuration
=[-8 Dataservice [ Snapshot Set(s)

Partition

Comment

Snapshot Set ID
I3 2C1DSEDD7I0. .

LDjLY ID Current M, ..| activated
13 0/128 Mo
Delete Snapshot Set

Used Space Ukilization Threshald

Mount: Status
Mount succ. .

m Snapshot Information
- [ wairtain gnapsnot |

K| Map Source valume to siot B |
Index Severity Type Time Set Hame & Comment: |

123 Bl oor1zoszzzuns [Snapshot NOTICE - 51 10:4ALBC2F834406856 Deleted Complete in 55 ID: 1BAL89403146852B (slot A) =

130 B oor-1z00 2220008 [Snapshot HOTICE - 55 ID:1BA1 394031468526 Deleted in 5C 1D1SB3460C352C1C46A (slok &)

131 B foor-1z-0e 222009 Snapshot HOTICE - SC ID:5B3460C352C1C46A Deleted (slot 4)

132 Bl zoorazoszeanzs ISnapshat NOTICE - SC ID:SEF 11COBEFFE73AE Creation Complete (<ot A)

133 7 B oorizoszzanzs (Snapshot HOTICE - 55 ID:2C1DSEODTS0G3EBA Creation Complete in 5C ID:5EFL 1 COBEFFBT3GE (slot A)

134 @ B oor-1z00 223029 ISnapshot HOTICE - 51 ID:7341859C6D10540D Creation Complete n 55 I0:2C|DSEDDPI0R3EEA (slot ) =

Event Log List | Configuration List |

Controller Time : 2007-12-04 22:31 [+00: EI[I]‘

3. Scan all the available disks under Windows 2003 Device Manager. A new “IFT
SCSI Disk Device” should be displayed in the component list window.
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4. Initialize this new IFT SCSI device and assign a drive letter (For example, ‘G’) to
the disk in the Disk Management window. Note that the disk should be formatted
using the Basic-MBR mode.

5. Install the Exchange database in the initialized disk.

Note: If you have already installed the Exchange database in a logical drive, to make it
protected by snapshot, you should first choose another logical drive, use it as the
Snapshot Container and then create a new Snapshot Set, selecting the logical drive
where the Exchange database is installed as the source volume. For detailed
procedures, please consult our SANWatch User’s Manual.

Indicate the Backup Device
1. Launch the Backup Exec software.
2. Create a backup device to which the backup data can be saved.

Click Devices tab. Expand the Devices tree in the lower pane and right-click on
Backup-to-Disk Folders. Select New Backup-to-Disk Folder.

f, Symantec Backup Exec - Central Administration Server - [Devices]

File Edit View MNetwork Tools Window Help

Backup '| Restore '|| Media Servers | Joh Setup | Job Monitor | Alerts | Repo

— ——
Y

= | Status
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Devices -0 ltems

= Eﬂ Storage Devices
=l Device Pools
&2 Al Devices (DT9305291)

General Tasks

DT9305291
2 Stand-alone Drives

Device Tasks %

..... Fa Mew Backup-to-Disk Folder...

Media Tasks




3. Inthe pop-up window, indicate the path of the backup device, and then click OK.

Now the backup device is ready.
Backup-to Disk Properties ]

General | Advanced I

Mame: IF'egg_l,l_ElE21|
Fath: ID:\Peggy\Backup_EHec
Status: I Pause

¥ Enakle

¥ Online

~ Backup-to-disk file management

M awiriurm size for backup-to-disk files: I 1 IGB 'I

[ Allocate the masimum size for backup-to-disk files

P awirnum number of backup zets per backup-to-disk file: | 100

— Concunent operations

ﬁllowl 1 3: concurent jobs for this Backup-ta-Disk Folder,

0k I Cancel Help

Exchange Server Backup Procedure

1. OpenaNew Backup Job in Backup Exec.

2. From the left-side tree, click Selections under Source, and then select the
source you want to backup in the right-side pane by ticking the checkbox.
Note: Select the disk folder where your mail box is located (for example, folder
“EXCHDB?” in disk J: as shown below), and also the “EXCH” database in
Microsoft Information Storage.

Resource Credentials Selection lizt description: ¥ Shaiy file details
Priarty and Availabilty e | :
Selection List Motification

Destination View by Resource I iew Selection Detals

Dfewc:e and Media B [Z& Domains ;I Comment
Settings =8| & Active Directory Domains

General :

B[ i tsddns.com

Advanced ] : =[] @ aaal
Metwork and Security : B[] ] Address
Pre/Post Commands 0=
Advanced Open File CEm=1
Advanced Disk-based Backup : B O=ar
Microzoft SOL L

Microzoft Exchange
Microzoft SharePoint
Microzoft Active Directory
Latus Damino
Oracle
B2
Metware SMS
Linwe, Urix, and Macintosh
HDMP
Matification

Frequency

T First Storage Group
Schedule

H ITJ DQ, Shadow Copy Components
W i R e — e TR | \ _I

4 | i

Blun Mow I Cancel | Help |

Backup Job Properties i == ll
5 i~ Selections
ource LB .
Selections Selection list name:
Fiesourcetider |Backup 0000 = Load selections from esisting list... | Tl R e

| B




Note: Please make sure the backup server has the right to access the Exchange
server. To do this, add an account from Resource Credentials under Source.

Select the backup device.
Go to Device and Media under Destination; select a backup device as the
destination from the pull-down list in the right-side pane. The backup data will be

stored in the chosen device. (See the previous section for how to create a backup

device.)

Edit Logon Credentials x|

Device and Media

Settings
General
Advanced
Metwark and Security
Fre/Post Commands
Advanced Open File
Advanced Disk-based Backup
Microsoft SAL
Micrazoft Exchange
Microsoft SharePoint
Micrazoft Active Directon
Lotus Domino
Oracle
Cez
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Linus, Unix, and Macintash
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Frequency
Schedule

Account credentials
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Change password button.
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ExChange
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.ﬁ W Thiz iz a restricted logan account.
[ | This iz myedefault logon acoount:

]
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I.I_::'[
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Bun Maw I

Cancel Help

o
i~ Device and Media
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Selections Device:
Resource Order Pegay 0321 j
Resource Credentials =
Prioiity and dyailabilt Device Pool
AN G ARl Al Devices [TS0-63
Selection List Naotfication
T T50-638
D estination ’ .

Enable VSS Snapshot Support.
Go to Advanced Open File under Settings. Click Microsoft Volume Shadow




5.

Copy and make sure to select Automatic-Allow VSS to select the snapshot
provider from the Snapshot provider pull-down list. When finished, click Run

Now.

Backup Job Properties [T

Source
Selections
Resource Order
Resource Credentialz
Pricrity and &+vailability
Selection List Notification
Destination
Device and Media
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Metwork and Security
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Advanced Open File
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DB2
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Schedule

“Based Eackup

=lal x|

—&dvanced Open File

v Use sdvanced Open File Option

— Open file configuration

AOED

" Automatically select apen file technology

" Symartec Yolume Snapshot Provider

Wze the Advanced Dption File Option (SEED] wizard foconfigure the Symantec Yalume Snapshof Bravider for

Snapshot provider: @atic - Allow W55 to select the snapshot provider

zelections.

¥ Proces: logical volumes for backup one at a time

Mote: The &dvanced Open File Option settings apply to all backup selections in the job, including file system and databaze

Cancel

Bur Mow I

Help

Configure the backup procedure for an Exchange server.
Go to Microsoft Exchange under Settings, and select the preferred option for

your backup task.

Backup Job Properties (T

=10l x|

Source
Selections
Resource Order
Resource Credentials
Priority and Avvailability
Selection List Motification
Destination
Device and Media
Settings
General
Advanced
Metwork and S ecurity
Pre/Post Commands
Advanced Open File
Advanced Disk-based Backup
Micrasoft SOL
Microzoft Exchange
Microzoft ShareFPaint
Micrasoft Active Directary
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DB2
Metfware S5
Linug, Unix, and Macintosh
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Frequency
Schedule

i~ Microzoft Exchange
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]
i

jobs only]

Backups

E ake a recaven poirt that creates browsable backup sets and IE;
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Ehup

[Exchange 2000 and Exchange 2003 only; incremental backups supported with policy-bazed

¥ Continue with backup if consistency check Tails

™ Continuously back up transaction logs with Backup Exec Continuous Pratection Server

and folders san anly be recovened from the last

¥ Enable the restore of individual mail messages and folders from Information Stare backups

¥ Peiform consistency check before backup when usihg Microsoft Yolume Shadow Copy Service
[WS55] snapshot pravider

= [fow

Guide Me...

BunMaow I

Cancel
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6. Verify the settings in the job summary and click OK. A backup job should now be

started.

Check Whether the Snapshot Has Been Started

Open a terminal console for the Infortrend RAID system to be backed up or use the
SANWatch GUI. The following screenshots all indicate the situation when SANWatch
GUI is used.

After running the backup job using the Backup Exec software, check for the following
events in the console:

1. A snapshot image should have been taken.
A notification event (Snapshot NOTICE — SI ID:xxxxxx Creation Complete in SS
ID:xxxx) will prompt you, indicating that a Snapshot Image (SI) has been taken.
Meanwhile, a snapshot image will be activated with another notice event
(Snapshot NOTICE —SI ID:xxxx).
=
System  Action Command  License
-2 Information |
- Enclosure View Snapshot Status
€3 Tasha NdBLEtoRs e Snapshot Information G Global Aftribute
{_ | Logical Drive Infarmation
] U Logical Yolume Infarmati SnapshutListhedia Extent Listi
: 5 F" Systern Infarmation nfm‘ Snapshot Container List
g lil Statistics I=J--.-f-| Snapshot Container ID:55E22126798F88EC
E1 mfll:nlamtenance d Snapshot Set ID:BA2FAGSBAFBCIITF
_ Logical Drives
j Physical Drives
o] Task Schedules Information Summary
= [, contguration Ttem Description
E % Data Senice
K
| g/ Maintain Snapshot
m Configure Snapshat s&
K| | ¥
37;ndex T3 T;“-p: 2003-04-18 1513;:2: snapshok NOTICE - S ID:69520F311DDZ5780 Creation C::SDE\!:::’VHSS ID:EAZFA65EﬁE 31F (slot &)
572 @ B0 oona-04-18 15:37:23 rapshit TIOTHEE—SLI0: 1 ZDESBDCSE0G424 Activster (ot &L ——

2. The snapshot image will then be mapped to an available host LUN, and data will
be copied to the device location you previously set on the backup server running
Backup Exec.

Host LUN Mapping
rHost LUN(s)
| chemnelip | scsio | wwip | Logical Drivefvolume Patition | See(mB) | RAID Level
x0 3 0 GBB1E2ZF 0 69624 RAIDS
Zn 3 1 EE1BAZTY n 4B12 RATD 1
A—'Host Lun Filter(s)
I ILogicaI Drive,l’\-'...l. Partition I Snapshot Logical Yolume ID Graup Host 10 Host ID Mask ! Filter Type
3. After the backup job is done, the snapshot Image will be deleted automatically.

The backup job is now completed.
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| ®

e Severity Type Time Description
@ i:“! 2008-04-18 15:37:22 Snapshiot MOTICE - 5110:69520F8110025780 Creation Complste in 55 IDi6AZFAGSE4FBCIILF (slok &)
@ —r_’! 2008-04-18 15137123 Snapshiot MOTICE - 511D+ 12DF9BDC52094299 Activabed (slak &)
@ ﬁ! 2008-04-18 1539103 Snapshiot MOTICE - 5110t 12DF9B0C52094294 Deleted Complets in 53 1D 6AZFABSE4FECI31F (slot A)

Restore Exchange Data from Backup Target

Follow the procedures below to restore an accidentally crashed mailbox or the entire

mailbox.

1. Open a New Restore Job in Backup Exec.

2. From Selections under Source, select the source you want to restore in the
right-side pane. The screenshot below exemplifies the case when you want to

restore the mailbox named miyako.

3. InDevice and Media under Source, select the backup data of the source you
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Rezource Credentials
Device and Media

Destination

File Redirection

Microzoft SGHL Redirection
Microzoft Exchange Redirection
Microzoft SharePoint Fedirection
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Settings
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Lotus Domino
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Linug, Unix, and Macintosh
HOMP

Matifization

Restore 00006 Properties
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Selection list:
IHestore Q000e j Load seled

Search Catalogs... I e
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backup date: ||7 2/24/2008 backup date:

Wiew by Resource | Yiew by Media | Wiew Selection Dieta

SR P F[._I_I Riesources
- D £l ALAZ.TSDDNS,COM

E| .l:' J

&0 % 3121;2003 7:24132 PM {Snapshot
=7 (B} Microsoft Information Store
=7 g ExcH
E| t\% 41112008 7:29:50 PM (Snapsh
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want to restore.
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4.

5.

Restore Job Properties |

~ Device and Media

Source
Selections Choose a device to restore each group of media listed below. The media are listed in ¢
Resource Credentials selections,
Device and Media A restore selection list and job will be created for each different device. To change th
Destination it1 the Dlevice column.
E-':IiirE::fltreﬁcBhEnHEdirectiu:un Media or Resource Media Lacation Resk
Microzoft Exchange Redirection B=20000001 |Peagy 0321
Microzoft SharePaint Redirection IMGO0000% Peagy_0321 TSD-633

Oracle Redirection

[DB2 Redirection
Settings

General

Make sure the following items are selected in Microsoft Exchange under Setting.

Automatically recreate user accounts and mailboxes.

When restoring individual mail messages and folders, restore over existing

messages and folders.
Dismount database before restore.

.

this time

Festore all transaction logs until point-in-time; skip transaction logs after

Restore Job Properties 1 ;IEI_)
R \— Microzoft Exchange
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HES_UU'CE Creder?tlals Make: To zet the password ssigned to recreated user accounts, click the Tools menu, then click Options, and then
Device and Media \ under Job Defaults, click Exchangs.
Destination v wihen restaring individual mail messages and folders, restore over existing messages and folders
File Fiedirection
Microsoft SOL Redirection (s . i
Micrasoft Exchange Fedirection V¥ Noloss restore [do not delete existing transaction logs)
Microzoft SharePoint Redirection ¥ Restare public falder =
Oracle Redirection ¥ Restore private maiboxes M
DB2 Redirection
Settings — Exchange 2000 and Exchange 2003
General Log recoverny options when restoring the Infarmation Stare
Advanced 1+ Restore all ransaction logs; do not delete exizting transaction logs [no loss restore)
Fre/Post Commands -

" Purge existing data and restare anly the databases and transaction logs from the backup sets

4/ 142008 ?:SB:ESPMj

Microsoft Active Directony i .
Ltiss Damitia Path on Exchange Server for temporary storage of log and patch files

Oracle |CATEMP
DB2 ~l
Metiwfare SMS

Linwes, Unix, and Macintosh

NOMP ¥ Mount database after restors
Motification

NV Dismount database before restore

[V Commit after restare complates

Guide Me.. |

Frequency
Schedule

Fun Maow I

Cancel I Help

be successfully restored.

Verify the settings in the job summary and click Run Now. The mailbox will then
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