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Abstract
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Using Linux Initiator with EonStor iISCSI Arrays

Open-iSCSI Project

Open-iSCSI project is a high-performance, transport independent, multi-platform
implementation of iISCSI. Open-iSCSI is partitioned into user and kernel parts.

Instructions are tested on:
[a] RHEL 5

[b] CentOS 5

[c] Fedora 7

[d] Debian / Ubuntu Linux

Install Required Package

iscsi-initiator-utils RPM package - The iSCSI package provides the server daemon
for the iISCSI protocol, as well as the utility programs used to manage it. iISCSI is a
protocol for distributed disk access using SCSI commands sent over Internet Protocol
networks. This package is available under Redhat Enterprise Linux / CentOS / Fedora
Linux and can be found using the find command:

- #find /-name “iscsi*”
- #rpm —ivh iscsi-initiator-utils-6.2.0.868-0.18.el5.i386.rpm

The following values are used in the configuration samples:

RAID system iSCSI port IP address: 192.168.4.117
Host computer initiator port IP address: 192.168.5.18

NetMask: 255.255.0.0

A note about Debian / Ubuntu Linux

If you are using Debian / Ubuntu Linux install open-iscsi package, enter:

- $ sudo apt-get install open-iscsi



http://www.open-iscsi.org/

ISCSI Configuration

There are three steps for setting up a configuration using iSCSI storage:

1. iSCSI startup using the init script or manual startup. You need to edit and
configure iISCSI settings via the “/etc/iscsi/iscsid.conf” file

2. Discover targets.
3. Automate target logins for future system reboots.

4. You also need to obtain iISCSI username, password and storage host port IP
addresses.

Step # 1. Configure iSCSI

Open /etcliscsil/iscsid.conf with vi text editor:

Change the following timeout values
node.conn[0].timeo.noop_out_interval = 60 (default is 30)
node.comm[0].timeo.noop_out_timeout = 300 (default is 90)

Enable CHAP authentication for node session:

- node.session.auth.username = iscsi_initiator_username
node.session.auth.password = CHAP _initiator_password

- discovery.sendtargets.auth.username = iscsi_initiator_username
discovery.sendtargets.auth.password = CHAP_initiator_password
node.session.auth.username_in = iscsi_target_username
node.session.auth.password_in = CHAP_target _password
discovery.sendtargets.auth.username_in = iscsi_target_username




e node.session.auth.* is used to set a CHAP username and password for
initiator authentication by the target(s).

o discovery.sendtargets.* is used to set a discovery session CHAP username
and password for the initiator authentication by the target(s).

e node.session.auth.*_in is used to set a Mutual CHAP username and password
for the target(s) authentication by the initiator.

o discovery.sendtargets.* in set a discovery session Mutual CHAP username
and password for the target(s) authentication by the initiator.

The corresponding firmware options in Infortrend’s iISCSI RAID systems are shown
below:
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Access the CHAP authentication user/target names and passwords through “View and
Edit Host Luns” -> “Edit iSCSI Initiator List.”

You may also need to tweak and set other options.

Step # 2: Discover targets

Now use iscsiadm command, which is a command-line tool allowing discovery and
login to ISCSI targets, as well as access and management of the open-iscsi database.
If your storage port IP address (target port) is 192.168.4.117, enter:

- # iscsiadm -m discovery -t sendtargets -p 192.168.4.117

- # iscsiadm --mode node --targetname
-ign.2002-10.com.infortrend:raid.sn7240687.001 —portal 192.168.4.117:3260 --login
- Loggin in to [iface: default, target:
-ign.2002-10.com.infortrend:raid.sn7240687.001 —portal 192.168.4.117:3260]:

- successful

- # /etc/init.d/iscsi restart




When configuring LUN mapping with CHAP authentication, it is also necessary you
enter a host alias name, in case the RAID system could not obtain the initiator’s ign.
You can create a nickname for an initiator or use the initiator’s ign as the Host Alias

Name.

< Main Menu >
Quick installation )
view and edit Logical drives

view and edit logical volumes
view and edit Host Tuns
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v Host IQN - Not Set
User Name - Not Set
User Password - Not Set
Target Name - Not Set
Target Password - Not Set
IP Address - Not Set
NetMask - 255.255.255.0

The initiator’s ign can be acquired by:
# cat /etc/iscsi/initiatorname.iscsi
InitiatorName=ign.1994-05.com.redhat:2056eeb8feab

Now there should be a block device under /dev directory. To obtain new device name,
type:

Output:

Oct 31 16:08:35 localhost kernel:
Oct 31 16:08:35 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel
Oct 31 16:08:36 localhost kernel
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel:
Oct 31 16:08:36 localhost kernel
Oct 31 16:08:36 localhost kernel:

scsi6 : iISCSI Initiator over TCP/IP

scsi7 : iISCSI Initiator over TCP/IP
Vendor: IFT Model: S12E-R1132-4
Type: Direct-Access
Vendor: IFT Model: S12E-R1132-4
Type: Direct-Access

SCSI device sdb: 142589952 512-byte hdwr sectors (73006 MB)

Rev: 364J

Rev: 364J

: sdb: Write Protect is off
: SCSI device sdb: drive cache: write back

SCSI device sdc: 142589952 512-byte hdwr sectors (73006 MB)
SCSI device sdb: 142589952 512-byte hdwr sectors (73006 MB)
sdc: Write Protect is off

: sdb: Write Protect is off

SCSI device sdc: drive cache: write back
SCSI device sdb: drive cache: write back
sdb: sdbl
sdb: p1 exceeds device capacity
sd 6:0:0:0: Attached scsi disk sdb
sd 6:0:0:0: Attached scsi generic sgl type 0
SCSI device sdc: 142589952 512-byte hdwr sectors (73006 MB)
sdc: Write Protect is off

: SCSI device sdc: drive cache: write back

sdc: sdcl

ANSI SCSiI revision: 04

ANSI SCSi revision: 04



Oct 31 16:08:36 localhost kernel:  sdc: pl exceeds device capacity

Oct 31 16:08:36 localhost kernel: sd 7:0:0:0: Attached scsi disk sdc

Oct 31 16:08:36 localhost kernel: sd 7:0:0:0: Attached scsi generic sg2 type 0

Oct 31 16:08:36 localhost iscsid: transport class version 2.0-724. iscsid version 2.0-868
Oct 31 16:08:36 localhost iscsid: iISCSI daemon with pid=19084 started!

Oct 31 16:08:36 localhost iscsid: received iferror -38

Oct 31 16:08:36 localhost last message repeated 2 times

Oct 31 16:08:36 localhost iscsid: connectionl:0 is operational now

The /dev/sdx is a RAID volume that is recognized as a new block device.

Step # 3: Format and Mount iSCSI Volume

You can now partition and create a filesystem on the target using usual fdisk and
mkfs.ext3 commands:
#fdisk/devisdd
- # mke2fs -j -m 0 -O dir_index /dev/sdd1

- # mkdir /mnt/iscsi
~ # mount /dev/sdd1 /mnt/iscsi

Step #4: Mount iSCSI drive automatically at boot time

First make sure iscsi service is turned on at boot time:

Save and close the file.




NOTE:

Infortrend’s RAID volumes appear to host initiators with IQN composed of the system serial number

and another 3 digits. The IQN always looks like the following:
ign.2002-10.com.infortrend:raid.snXXXXXX. XXX

You can use the LCD keypad or terminal console to find the serial number of a system. Find it in

“Main Menu” —> “System Information” -> “Serial Number”

————————— < Main Menu >
Quick installation
view and edit Logical drives
view and edit Togical Volumes
view and edit Host luns
view and edit Drives
view and edit channels
view and edit configuration parameters
view and edit Peripheral devices

system Functions
CPU Type PPC750GX/GL

view and edit Event logs Total Cache Size £12MB (ECC DDR)
Firmware Version 3.636:05
ion 1.14A
Serial Number 7240687 (OXBE7BEF)

nit Absent
Base Board Rev. ID 0x0
Base Board ID 0x7C
ID of NvRAM Defaults [vl.21.131
Controller Position Slot A

The 6 digits following the “sn” is the system’s serial number.
The last 3 digits show variables in the following order:
“channel number” - “host ID” - “LD ownership”

The LD ownership digit shows either “1” or “2:” where “1” indicates Controller A and “2” indicates the

LD ownership by the Controller B. Controller A is by default the dominating Primary controller.

The IQN is in accordance with how you map your logical drive to the host ID/LUN. For example, if

you map a logical drive to host channel 0 and AID1, the last 3 digits will be 011.

The EonStor iSCSI systems running firmware versions before rev. 3.64 will only show 2 digits;

channel and ID numbers.




