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Introduction

Many usersare confusedaboutthe difference among Trunking/ulti-Path Input/Output (MPI1Q, and

Multiple Connections per Sessi@C/S. Basically, all of them are multipath approaches which eventually
provide very similaadvantageshowever, theyare definel differentand are implemented oa different

level of network architecture by different ways. Literaflya dzf ( médhsitdérévide two or more
redundantdatapathsbetweenserverandstorage As this scenario, it can not onljirainate Single Points

of Failurecaused by hardware failu@.g.: cable, switch, HBA failures and so,@ujlitionally, it canalso

lead tohigher performance by aggregating multiple connectitmsicrease bandwidth and balandata

load. In this documentye will describeand comparethesemultipath methods, and atsintroduce how to
implementTrunking MPIO, and MC/S in Windows

Trunking

Following IEEE standard 802TBunking (also known as NIC teaming or Link Aggregation) impleraents
the link leve| accomplished in th& CPAP stackproperlybinds multiple physicaBCSinterfacesso they are
treated as oneTrunking provides a largeandwidthandfault tolerance Beside the advantage of wide
bandwidth, the 1/O traffic remains operating until all physical links lfa@ny link is restored, it will be
added to the link group automatically

Application
Transport
Internet
Network Access y
and Physical Interface Trunking

TCP/ IP Model
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MPIO

Supported Configurations

Trunk Group 1 4pq]

Trunk group

Trunk Group 2

o>

Trunk Group 1

$-mxxr hd th‘rz I M!!!} rtvv! J” mm‘! “ffffz ”
Trunk group Trunk Group 1< <_DTrunk Group 2 Trunk Groug 1
Unsupported Configurations

<]

> Trunk Group

(I*'-H Trunk Group 2

Trunking Working Topology

Multi-path 1/O functionalitycanrecogniz and manag redundant data paths to an individual volurie.
ensures greater reliability through the path failover mechanism in the event of cadlic@mponent

failures.MPIO is enabled through special MRif@abled drivers called Devi&pecific Modules (DSM).
These DSMs let the driver orchestrate requests aanusiéiple paths. On the other hand, since MPIO

occurs above the FC/iSCSI miniport driver layer and only sees SCSI devices, it supports multiple transpc
protocolsincluding FC and iSCSI protocols. (Where MC/S supports iSCSI protocol only.)

There are many@proaches to implement this function based on different operating systems. Microsoft
Windows provides its own DSM suppiag both Fibre Channel and iSCSI protocols on Windows Server

2008 and later, and for Linux, device mapper can be used to achievertteeggzal.

Initiator Target
Session Session Session Session Session Session

] L} L ] L] L]

] L 1 ] L 1

1 I 1 1 1 1

1 H ] 1 H 1

| SCSI l})rwer X X SCSI l:)rlver |

T 7 T T 7 T

1 Miniport I 1 Miniport I

| FCHBA/iS{SIInitiator | | FCHBA /iS{SI Initiator |

1 | 1 ] ] 1

T T T T T T

1 I ] 1 ] 1

TCP/IP or FC TCP/IP or FC TCP/IP orFC TCP/IP or FC TCP/IP or FC TCP/IP or FC
conn%ction connéction conn%cﬁon conne}ction conn%c‘tion conn%ction

] ] 1 ] ] 1

¥ t 1 } 1 t

1 | 1 ] ] 1

1 I 1 1 ] 1
W __X_______ o ___ [ 1 |

] 1 ] 1

I 1 ] 1

——————— T~~~ T T T T T TTm s mm— I

1

MPIOWorking Process
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MC/S Group

The MCS protocol operates the level of the iISCSI Initiat@spart of the iISCSI protocol itsdlf.creates
multiple connectionswithin a single sessioifhere is one thing worth to not&eing part of theSCSI
protocol, MCS doesot require alditional multipathing technology to function. However, to uges
function, both iISCShitiator (host) and iISCSI target (storage system) need to support BC&ample,
you are usinga Linux or vSphere hgstouprobablywon't be able touse MCS. As of today's versianpst
of Linux ands'Sphereversions daot support MCS for teaming iISCSI connections. Win@&evgerHyperV,
on the other hand, can ughis function.

Initiator Target
Session Session
| T
1 1
] ]
SCSI I:)river SCSI I?river
L 1
Miniport Miniport
iSCSI Initiator iSCSI Initiator
I T 1 T T 1
1 1 1 | 1 1
TR /1P TCR/IP TCR/IP TCR/IP Tch/1e Tch/p
conngction conngction conngction conngction conngction conngction
1 1 ] I ] 1
1 1 1 1 1
| | 1 T T 1
1 ] ] I ] 1
1 1 1 [ ] 1
- _ . | ] 1
] ] ] 1
1 1 ] 1
_________________________ |
1

-~

MC/S Working Process

Note:

1. If auseris usingWindows XP, Windows Vista or Windowashost, MC/Swill be than the onlychoice
since Microsoft MPIO nly available i'Windows Server editionsfficially.

2. If auseris using any platform othethen Windows MPIOmay be the only choicesince MC/S is ng
available from thee.

3. MC/Sisan iSCSI featurso MPIO can be useaohly together withthe FC orSCSprotocol.

4. MPIOis necessaryfor failover between redundant controllers, since MC/S does cwhbine ports
across different controllers.
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Stepby-Step Configuration

Configuring Trunking

What You Should Know Befoi@onfiguring

V  Multiple LAN portof your hardware must be connected to the network.
V  The network switcland network adaptes mustsupportTrunking
V  TheTrunkingoption is available only for iSGfisedhosts (FC or iSCSI)

SimpleTrunkingTopology Example

Chunk 1P :

172.24.0.101
Chunk IP :
‘ 172.24.0.1
CHO| 'CH1
1 =1
L [ .
- -
EonStor DS 1016RT HostBoard on Controller A
Go to SANWatch Home > Device sidebar > Device List > device name > Tasks cor
Click Systemeftings
B t’gjl;:al o O Subsystem Information

8 SSD cache pool

PDiives Model: DS 1016RTE Status: o OK

T Channels IP Address 172.24.110.48 Recent Events: No Event

[} Schedles Service ID: 8661267 (0x842913)

Controller ID 272659 (0x42913)
Firmware Version 555E.03
Detail Information
JCapanity
Total Capacity: 32.74 TB
Used Space: 32.74 TB (100%)
m Available Space: 0 MB (0%)
/(;i',f Snu\;;: iwe;i‘su-m-stsu setup wizard to configure the hard drives inside the [ﬁ{’f’j—' in:;ZT:;:r‘gnS: system parameters.
selected di
- Event Lo
osures connected to the system. - ‘ View the system events and device operation logs.
A3, S Mai
b‘,\‘/ vaﬁvr\r; to(aa‘\n\t;n\:tn:u&m jcal Drive(s), applicable Invalid Host LUN Mappinais}
and Other(s).
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Steps The System Settings screen will appear. Select the Communication tab and :
the Trunk Group tab.
Management Port RS-232 Network Protocol Support iSNS Trunk Group

Member Channels

Click the Create button. In the popup window, check the LAN interfaces you"
to combineto a Trunk Groujgtrunk) and click OK.
Create Trunk Group

Create Trunk Group

CHO
CH1

[ oK [ cancel |

The newTrunk Groupconfiguration will appear.

Management Port ~ RS:232  Network Protocol Support ~ iSNS  Trunk Group.

Member Channels 1Pv4 IPvé
0,1 1722401 Disabled

| create || Dpelete

To delete thelrunk Group, click the Delete button.

EonOneSettingfor EonStor GS / GSe

Go to SettingshA Acces®y Channel &Network
Scroll the page to the bottom and click th&unk Group Settings

Trunk Group settings

option

@ Settings / Access / Channel & Network / Trunk Group settings
Create

Member Channels 1Pv4 IPvE

Steps Click the Create button. In the popup window, check the LAN interfa
you wish to combindgo a Trunk grougtrunk) and click OK.

Create Trunk Group ®

CHO

CH1

The new trunk configuration will appear.

Copyright © 208 Infortrend Technology, Inc. All rights reserved. Pager / 32
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Device: GSe 3016GE

@ Settings / Access / Channel & Network / Trunk Group settings
Create

Member Channels 1Pv4 IPvE

01 DHCP Disabled

To delete thelrunk Group, click the Delete button.

Switch Settingfor Trunking

Please check whether the specsiwitchmodel being used issted oninfortrenda Qualified Vendor List
(QVL) The trunk setting bcorrespondingswitch ports should be configurddo. It is recommended to
configure switch settingbefore dianging system settirsgRefer to the documentation thatame with your
Ethernet switcHor instructions on trunk port configuration. Make sutee configurations of your
ISCShost system and Ethernet switch are correct and correspond to each. diitleewise, networking
failures will occurTakeCisco @talyst 2966s (1GbE) anduniper EX330(L0GbEjor example.You @an
configure viaCLla Gigabit Ethernet interface arl0-Gigabit Ethernet interface for trunk poftnode) and
then executelP and link settingbased on your requiremerstAs an example, we will explain on the
following pages the configuration ofSuperMicroSSEX24Sand Arista DCS120F4SEthernet10Gswitch

SuperMicro  Log intothe SuperMicroSSEX24Snanagemeninterface, then selecfl4 to
SSEX24S display thelLink Aggregatiogonfiguration page

sl
@ A - |e_ nttp://192, 168,100, 102/iss .hitml?Gambit=bdkdfdfdkdbeeenejeoekdbeeenejeoe j e || T X I/' Bing £
5.¢ Favorites |3.:‘> & | Suggested Sites * & | Wi
& sms ‘ ‘ 23~ E) - ) s - Page - Safety -+ Toos+ @+
Refresh Support Help About Log Out

SWITCH SSE-X248

SMIS Basic Settings Interface Settings Port Settings

LA Port Settings 2
Home
P System Mgmt .
¥ Layer2 Mgmt Switch 0 |
Layer2 Basic Settings
Port Manager

VLAN W ALL| Port Port Channel Port |Timeout| Wait
Dynamic VLAN Priol Ti
RSTP (s)
MSTP

;32 . G0/l |Nothnﬁguredj | =l |128 |Lcng =l |2 |_-: |
1X
E‘:ﬁtsrracking | Ex0/1 [NotConfigured ~|| =] 123 |Long =] |2 e |
'La::%phr/logt:; I Ex072 |NotConﬁguredj | =l |128 |Long =l |2 Do | —
: Multicast | Ex0/3 |NotConfigured ~| | ~| 128 {Long =] |2_ D |
Statisti
ststes I~ Ex0/4 |NotConﬁguredj| =l |128 |Longj |2 |
I~ Ex0/5 INmConﬁguredj I j |12S ILong j |2 |Z=-: I
I~ Ex0/6 INmConﬁguredj I j |12S ILong j |2 IZ': I
r  Ex0/7 Ipnﬂ j IActive j |12S ILong j |2 IZ': I*;:
I Ex0/8 Ipm j IAclive j |128 ILung j |2 IZ 0 I*;:
I Ex0/9 INulCunﬁguredj I ﬂ I'IES ILung j IE I: 0 e I
o e/ i T r I = r x|
4| | »
Done Wi |- Trusted sites | Protected Mode: Off fa v | M 100% -
T I Y ac | 7
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Select the ports to be trunkedhis example takes port 7 and 8 as shown below.
Select the same port channel for port 7 and 8, then adjust the modédiive:

I~ Ex0/7 |po1 :”Active =28 [Long ~| |2 {Down, Notin Bundle |Agg. Default
| Ex0/8 |po1 =|{Active =]]128 [Long =] |2 JDown, Notin Bundle {Agg. Default

Go to thedinterfaceSettigs tab to enable thgport channel state to béUp¢
Trunkingfor port 7 and 8 has been configured.

S PortChannel Interface Basic Settings
¥ System Mgmt
¥ Layer2 Mgmt Port Channel ID =
Layer2 Basic Settings
Port M. Add | Reset |
o a.nager ese
Dynamic VLAN
RSTP
MSTP maALL| Port | Ports | No | Admin Oper State Load Balancing Description
LA C hannel List | Of State
802.1x Ports]
Filters
ﬂ;‘.‘;ﬁf&ﬂgf EXO” | p J I‘ISDD IMAC Source and Destination J |
¥ Layer3 Mgmt
e Eﬁm Delete
k muen
Arista Log intothe Arista DCS120F4Smanagemeninterface, then use the command

DCS7120F4S ceconf t€ to start the Trunkingconfiguration. Please follow the step as shown in
below screenshot:

|
interface Ethernet24
mtu 9214
flowcontrol send on
flowcontrol receive on

:nterface Management |
interface Management2
|

interface Ulanl
|

TD ip routing

|
end

|ocalhost#conf t

localhost(config)tinterface ethernet 1-4
localhost{config-if-Etl-4)#channel -group | mode active
localhost({config-if-Etl1-4)#exit
localhost(config)#interface port-Channel |
localhost{config-if-Pol )#no shutdown
localhost{config-if-Pol )#exit

localhost(config)#exit

|localhost#li

Copyright © 208 Infortrend Technology, Inc. All rights reserved. Paged/ 32
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Usethe commandésh runningconfigg to check the currenffrunkingconfiguration
and see whethettiis activated Below screenshot shasthe mode iséactivee

localhost{confia)#exit
localhost#sh running-config

| | Lommand: show running-contig
: device: localhost (DCS-7128T-45, E0S-4.13.18M)

E boot system flash:/E0S-4.13.18M. swi

transceiver gsfp defaul t-mode 4x18G
|
?panning-tree mode mstp
Ta aaa root
?Ian -4
interface Port-Channel |
‘
interface Ethernetl
mtu 9214
flowcontrol send on
floucnntrnl rereius nn

channel-group | mode active

interface Ethernet2
mtu 9214

Exit and use the commandnrite memor to save theTrunkingconfiguration,
Trunkingfor port 1 to 4 has been configured.

mtu 9214
flowcontrol send on
flowcontrol receive on

interface Ethernet23
mtu 9214
flowcontrol send on
flowcontrol receive on

interface Ethernet24
mtu 9214
flowcontrol send on
flowcontrol receive on
;ntarface Management |
interface Management?
|

:nterface Ulanl

TD ip routing

[
end
localhost#twrite memory (|

Copyright © 208 Infortrend Technology, Inc. All rights reserved. Pagel0/ 32
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Windows 2012

Except forma command prompt owWindows PowerShetirompt configuration, here aretwo common ways
to start theNIC Teaming Management Ul t@d following:
V  From the Server Managéocal Servewindow Right tothe NIC Teaming item click @sabledor

Enabled

@ v | Server Manager * Local Server @1 wose Toos  view Hep
= PROPERTIES =
128 Dashboard . For WIN-75125CUINOF TASKS *
§ Local Server . -
- Computer name WIN-75125CUJNOF Last installed updates Never
i All Servers \ Workgroup WORKGROUP Windows Update Not configured =
W§ File and Storage Services P Last checked for updates Never
Windows Firew: Public: Off, Private: Off ‘Windows Error Reporting Off
Remote managemen Enabled ‘Customer Experience Improvement Program Not participating =
Remote Desktop Enabled IE Enhanced Security Configuration on
NIC Teaming Disabled Time zone (UTC-08:00) Pacific T
Ethernet |Pv4 address assigned by DHCP, IPv6 enabled Product ID 00252-10000-00000
Ethernet 2 Not connected
Ethernet 3 IPv4 address assigned by DHCP, IPv6 enabled
Ethernet 4 |Pv4 address assigned by DHCP, IPv6 enabled
< B - [ >

V  Fram the Server Managekll Serversvindow rightclick on the server to be managed and select the

ConfigureNICTeamingaction.

@ ~  Server Manager * All Servers @1 F wanage Took  View el
=_ SERVERS B
& Dashboard ll All servers | 1 total TASKS ¥

I Local Server

L Filter ol &)
BF All Servers

-i File and Storage Services P Server N;ne |Pv4 Address Manageability Last Update Windows Activation

- @~ o)

WIN-75125CU) Mlamigaiai o220 a0 o
Add Roles and Features

Shut Down Local Server
Computer Management
Windows PowerShell

Configure NIC Teaming

Configure Windows Automatic Feedback

EVENTS Start Performance Counters

s|118 >
All events | 118 Refrash TASKS
Filter Copy v

Create New Team After NIC Teaming Management &jpears, slect the Tasks menu in
the Teams tile and select New Teamright click on an available
adapter in the Network Adapters tab and select the Add to new tear
item. Multi-select works for this: you can select multiple adapters,
right-click on one, select Add to new team, and they will all be
pre-marked in the New Team dialdgx.

Copyright © 208 Infortrend Technology, Inc. All rights reserved. Pagell/ 32
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ADAPTERS AND INTERFACES

NELI@LETCEES Team Interfaces |

Adapter  Speed Staig Reason

4 Available to be added to a team (4)

Ethernet 4 1 Gbps
Ethernet 3 1 Gbps

Add to New Team

Disable

Ethernet 2 Disconnected

Ethernet 1 Gbps
Properties

Theadministratorcouldselect theAdditional propertiesitem and
configure theteaming mode

NIC Teaming -
New team

Team name:
teaming
Member adapters:
In Team Adar?ter Speed State Reason

[]  Ethermet 1 Gbps

D Ethernet 2 Disconnected

Ethernet 3 1 Gbps

Ethemet 4 1 Gbps
~  Additional properties
Teaming mode: LACP H
Loadstnciog moce: ]
Standby adapter: None (all adapters Active) -
Primary team interface: teaming: Default VLAN

Note:

There are liree configurationoptionsfor NIC Teaminghode, for
more detailed information, please refer to Windows Server 2012 F
NIC Teaming User Guide

Switchrindependent(Default): This configuration does not require
the switch to participate in the teamindf.switch-independent
teamingmode is active standby,the administrator can configure
one or more team members factiveand one tean member to be
held in standbyo come into action if an active team member fais.

properly use full bandwidth, please consider to adopt Static Team
or LACP.

Copyright © 208 Infortrend Technology, Inc. All rights reserved.
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Satic Teaming This mode requires coigfuration d the storagethe
switch and the host to identify th&nkswhich are teaming. Since thi

could cause the team to fail to perform.

LACRIEEE 802.13xThe Link Aggregation Control Protocol (LACP
allows bundling several physical ports together to form a single
logical channel. A network switch negotiates amoawatic bundle by
sending LACP packets to the pdspical serveclass switches
support IEEE 802.1ax but most require the network operator to
administratively enable LACPtbe port.

is a staticsolution there is no additional protocol to assist the switc
andthe host to identify incorrecplugged cables or other errors that

Configuring IP

After anew team has been creategou will finda virtualadapterwith

the name you just createth Network and Sharing Cent&ow you can

configure its IP setting.

L

i

BE |

v ¢&] [ search control Pane 2]

Network and Sharing Center

4 |8 « Networkand Int.. » Network and Sharing Center

Control Panel Home

Change adapter settings

View your basic network information and set up connections

View your active networks

Change advanced sharing Network Access type: Internet
settings Private network Connections: 47 Ethernet
o Access type: No Internet access
Identifying... ~ ;
Connections: &7 teaming
Change your networking settings
5“. Set up a new connection or network
<
Set up a broadband, dial-up, or VPN connection; or set up a router or access
point.
oeealso [ Troubleshaot problems

Internet Options Diagnose and repair network problems, or get troubleshooting information.

Windows Firewall

Internet Protacaol Version 4 (TCP/IPv4) Properties -

General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

() Obtain an TP address automatically
(@) Use the following IP address:

TP address: 172,24 . 0 .101

255.255. 0 . 0O

Obtain DNS server address automatically

Subnet mask:

Default gateway:

(@) Use the following DNS server addresses

[ - ]
L. - 1

Preferred DNS server:

Alternate DNS server:

[ |validate settings upon exit

Configuring iSCSI
initiator

Launchthe iSCSI Initiator, go to Discovery page and enter st@®age
TrunkinglP address (172.24.0.1)

Copyright © 208 Infortrend Technology, Inc. All rights reserved.
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Go back to Targets pageheiSCSI Initiator will find the storage target.
Before connecting to this target, you have to click Propertieduddher
configuration.

In Properties, click Add session

Copyright © 208 Infortrend Technology, Inc. All rights reserved. Pagel4/ 32

























































