Integrate EonStor GS/GSe with
LDAP
This application note describes how to enable LDAP server in EonOne
GUI and use LDAP service with EonStor GS/GSe systems.
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Using LDAP with EonStor GS/GSe

LDAP (Lightweight Directory Access Protocol) is a directory domain service that uses thin core and TCP/IP,
and is thus very lightweight. It stores and organizes information about users and groups such as usernames,
group names, passwords, access privileges, contact info, and more. If supported by the network access
protocol, using an integrated LDAP user account to access all available resources on the network can be
accomplished with ease, which not only helps network administrators achieve better centralized account
management but also saves them the time requirements and complexity of managing separate sets of user
accounts for accessing a variety of resources within the network.
EonStor GS/GSe provides a LDAP server to implement directory services including centralized access
control, authentication and account management. Multiple EonStor GS/GSe can be joined to the LDAP
server provided by one of the EonStor GS/GSe. The administrator can easily manage user accounts by
connecting the LDAP server and EonStor GS/GSe NAS without a second system.
The application note is divided into two parts:
•

Configure EonStor GS/GSe as LDAP Server
This includes preparing the environment and user/group management settings.

•

Join EonStor GS/GSe to any LDAP domain

This synchronizes the user/group list of LDAP server on Eonstor GS/GSe and allows access to shared
folders by user accounts.
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Use EonStor GS/GSe as LDAP Server
Step 1: Check channel connection
Make sure at least one file-level channel is connected. For the redundant model, the channels on both
controller A and controller B must be connected.
Go to Main menu > Settings > Device > Channel & Network in the EonOne GUI.

Step 2: Enable LDAP server
Login to the EonStor GS/GSe via EonOne GUI with the admin account and navigate to Settings > Device >
Applications > LDAP server.
Specify the domain name and the password and click Apply.

After clicking Apply, the Root DN & Base DN will show on the Authentication Information. For example, we
set

“TESTLDAP.com”

for

fully

qualified

domain

name

(FQDN).

The

Root

DN

will

be

“cn=admin,dc=TESTLDAP,dc=com” and the Base DN will be “dc=TESTLDAP,dc=com”.
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Step 3: Manage users
Click on Manage Users at the LDAP server page. You can choose to edit/delete an existing user or add a
new user.

To add domain users, click Add and make a selection to add a single user, multiple users or import a “.csv”
file.
The format of the “.csv” file is: name, password, description, email.

The example below shows adding multiple users. Fill in the necessary information and click Apply.
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The added users will show on the list.

Step 4: Manage groups
Click on Manage Groups at the LDAP server page. You can choose to edit/delete an existing user or add a
new group.

To add a group, click the Add button and enter the group name and description.
The added group will show on the list.
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To manage the members in the group, select the group and click Edit. Select the users in the Group
Members page and click Apply.

Step 5: Backup/Restore LDAP Database
Click on Backup/Restore at the bottom of the LDAP server page.
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Users can make regular back-up copies of the LDAP database and store them in a shared folder or
export LDAP database manually to any destination folder. Then, users can restore the LDAP settings by
importing the database file.

LDAP database back-up can be scheduled on a weekly or daily basis.

Join EonStor GS/GSe to LDAP Server
Step 1: Check channel connection
Make sure at least one file-level channel is connected. For the redundant model, the channels on both
controller A and controller B must be connected.
Go to Main menu > Settings > Device > Channel & Network in the EonOne GUI.
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Step 2: Join EonStor GS/GSe to an LDAP server
In the EonOne GUI, go to Settings > Device > Privilege > AD/LDAP.
Select Lightweight Directory Access Protocol from the drop down list.
Specify the IP address of the LDAP server, Base DN, Root DN and Password.

The IP address of the LDAP server. If you want to use the
LDAP server

built-in LDAP server, please enter the IP address of the
data port.
Specifies how the system will communicate with the LDAP

LDAP Security

server. You can select none or an encrypted connection
with TLS.
The LDAP domain.

Base DN
For example: dc=TESTLDAP,dc=com
The LDAP root user.
Root DN
For example: cn=admin,dc=TESTLDAP,dc=com
Password
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Note:
1.

For Linux OpenLDAP, users can check cn and dc with “slapcat” command.

2.

If there is firewall between EonStor GS/GSe and LDAP server, please configure your firewall to
open port 389 or port 686 (LDAP over SSL) before joining LDAP server.

Step 3: Check the settings
In the EonOne GUI, go to Settings > Device > Privilege > Users or User groups and select Domain users or
Domain group to check that the EonStor GS/GSe has been joined to the LDAP successfully.
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Step 4: Update user list
The system will automatically synchronize the user list with the directory server periodically. If you don’t see
a newly added user, you can click the "Update User List" button on the AD/LDAP page to update manually.

Click “Refresh” to update the list of Domain users or Domain group.
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Note: If you are using LDAP server as NIS in UNIX system, there might be some attributes different from
LDAP server in Linux. Please check the Appendix – LDAP server in UNIX systems for the details.

Allowing Users to Access Folders
Step 1: Enable network servicer
Make sure network service has been enabled. Here we use FTP/SFTP for example. Go to Settings >
Device > Access > Network services > FTP/SFTP in the EonOne GUI.

Step 2: Edit access rights of shared folders
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Go to Settings > Device > Privilege > Shared folders in the EonOne GUI. Add or Edit a folder and select the
Privilege page to set up from Domain user or Domain group.

Step 3: Access to shared folders
Here we use FTP for example. To access the NAS by Windows Explorer, we type in “FTP://Data port IP”.
The user name is “User@Domain”.

You can access the NAS share folder now.

Note: If you want to do the LDAP-based authentication for SMB, please see the Appendix – LDAP
Authentication for SMB section.
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Appendix
LDAP Authentication for SMB
This section guides you through configuring the LDAP-based authentication for the SMB protocol. It is
demonstrated on Samba 4.10.4 and OpenLDAP 2.4.44 in a Linux environment.

Note that some configurations or steps may vary if you use a different operating system, other LDAP server
software, or a different version of Samba.

Before you start:
1.

Install a third-party application, such as smbldap-tools, to synchronize passwords of LDAP server and
Samba.

2.

Include the Samba schema into the LDAP directory.

Steps:
1.

Find the path of the samba schema:
locate samba.schema

2.

Copy the samba schema to /etc/openldap/schema:
cp /usr/share/doc/samba-3.0.0/example/LDAP/samba.schema

3.

/etc/openldap/schema

Create a slapd.conf. Before editing the slapd.conf, you can generate the administrator’s password first
with the following command:
slappasswd
Then, the system will generate a password like this:
{SSHA}zInAzJV1/JZxelM07mE+WTroZOD1W+Uq

4.

You can edit the slapd.conf file with the following command:
vi /etc/openldap/slapd.conf

5.

Copy the command to the slapd.conf file :
include /etc/openldap/schema/samba.schema
The overall file content will resemble this:
include /etc/openldap/schema/core.schema
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include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/nis.schema
include /etc/openldap/schema/samba.schema
6.

Then, add the database definition to the slapd.conf file:
database ldbm
suffix "dc=ift,dc=com"
rootdn "cn=admin,dc=ift,dc=com"
rootpw {SSHA}zInAzJV1/JZxelM07mE+WTroZOD1W+Uq

7.

Create an ldap.conf:
vi /etc/openldap/ldap.conf

8.

Add the following lines to the Idap.conf file. Note that dc=ift,dc=com is an example domain name.
Specify the BASE based on your domain name.
HOST 127.0.0.1
BASE dc=ift, dc=com

9.

Restart the LDAP server.

10. Edit the Samba configuration file:
vi /etc/samba/smb.conf
11. Specify the following parameters in /etc/samba/smb.conf:
Parameter

Description

workgroup = ift

The domain name of your server, which is also set in
the LDAP server in previous steps.

Replace ift with your own domain name.
netbios name = Server1

The name of your windows server.

ldap admin dn =

The administrator set in the LDAP server before

“cn=admin,dc=ift,dc=com”
passdb backend =

Specify the authentication policy for the LDAP server

ldapsam:ldap://192.0.0.1, guest and your LDAP server’s IP address.
ldap ssl = off
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SSL when transmitted over the network.

Set it to on if you want to encrypt transmitted data
with SSL.
ldap suffix = "dc=ift,dc=com"

The data path where Samba starts.

security = user

Set the password verification policy to user. All
users must provide a correct password to access the
LDAP service.

encrypt passwords = yes

Encrypt

LDAP

users’

passwords

before

data

transmission starts.

12. Save the above settings to create an account for Samba on the LDAP server.
13. Create an LDAP user account on the LDAP server. The example username is “user1”.
smbpasswd -a user1
14. Check if the user account is successfully created:
ldapsearch -x -b “uid=user1,dc=ift,dc=com”
15. Then, continue to check if the user account can pass Samba authentication:
smbclient -L Server1 -U user1
16. Repeat Step 13 to 15 until you successfully create all required LDAP user accounts.

LDAP Server on UNIX Systems
You can also run LDAP as a network information system (NIS) on UNIX systems. To define all the maps
available for NIS for running LDAP on UNIX, the LDAP community has created RFC 2307 to define a
nis.schema. To run an LDAP server on UNIX, ensure that the nis.schema is intalled on your LDAP server.

On Unix certain LDAP parameters may take different names. Check the following tables to find the most
frequently used parameters on UNIX:

File path: /etc/passwd
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objectClass: posixAccount
uid
userPassword
uidNumber
gidNumber
gecos
homeDirectory
loginShell



File path: /etc/shadow
objectClass: shadowAccount
uid
userPassword
shadowLastChange
shadowMin
shadowMax
shadowWarning
shadowExpire
shadowInactive
shadowFlag



File path: /etc/group
objectClass: posixGroup
cn
userPassword
gidNumber
memberUid

For more information about the attributes, check the documentation.
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To run LDAP on a UNIX system, ensure that you specify the LDAP settings correctly. Check the table to see
how to specify the settings on Linux and UNIX respectively:

Linux

UNIX

(OpenLDAP Server)

(macOS Open Directory Server)

Base DN: dc=ift,dc=com

Base DN: dc=macserver,dc=ift,dc=com

Root DN: cn=admin,dc=ift,dc=com

Root DN:

Users Base DN:

uid=root,cn=users,dc=macserver,dc=ift,dc=c

ou=people,dc=ift,dc=com

om

Groups Base DN:

Users Base DN:

ou=group,dc=ift,dc=com

cn=users,dc=macserver,dc=ift,dc=com
Groups Base DN:
cn=groups,dc=macserver,dc=ift,dc=com
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Legal Disclaimer and Information
All Infortrend products, including the product that customers have purchased from Infortrend or its
distributors, are subject to the latest Standard Warranty Policy available on the Infortrend website:
https://www.infortrend.com/global/Support/terms-conditions

Infortrend may from time to time modify, update or upgrade the software, firmware or any accompanying
user documentation without any prior notice. Infortrend will provide access to these new software, firmware,
or documentation releases from certain download sections of our website or through our service partners.
Customer will be responsible for maintaining updated version of the software, firmware, or other
documentation by downloading or obtaining from Infortrend, and installing designated updated code,
including but not limited to firmware, microcode, basic input/out system code, utility programs, device drivers,
and diagnostics delivered with Infortrend product.
Before installing any software, applications or components provided by a third party, customer should ensure
that they are compatible and interoperable with Infortrend product by checking in advance with Infortrend.
Customer is solely responsible for ensuring the compatibility and interoperability of the third party’s products
with Infortrend product.

Customer is further solely responsible for ensuring its systems, software, and data are adequately backed
up as a precaution against possible failures, alternation, or loss. For any questions of hardware/ software
compatibility, and the update/ upgrade code, customer should contact Infortrend sales representative or
technical support for assistance.

To the extent permitted by applicable laws, Infortrend will NOT be responsible for any interoperability or
compatibility issues that may arise when (1) products, software, or options not certified and supported by
Infortrend are used; (2) configurations not certified and supported by Infortrend are used; (3) parts intended
for one system are installed in another system of different make or model.
Infortrend, SANWatch, EonOne, EonStor and EonServ are registered trademarks or trademarks of Infortrend

Trademarks

Technology, Inc. Other names prefixed with “IFT”, “DS”, “GS”, “GSa”, “GSc”, “GSi”, “GSe”, “GSe Pro” are
trademarks of Infortrend Technology, Inc. All other names, brands, products or services are trademarks or
registered trademarks of their respective owners.
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Contact Information
Website
For more information of Infortrend’s products and services, visit:
https://www.infortrend.com/global/Home

Customer Support
Contact your system vendor or visit the following support site.
http://www.infortrend.com/global/Support/Support
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